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Introduction 
 

This curriculum has been produced in a context of growing 

international concern about the ongoing “disinformation war” and 

amid the Corona virus pandemic breakout.  It is designed to serve as 

a model curriculum to give university teachers and trainers, a 

framework for lessons to help navigate the issues associated with 

what has been defined “information disorder”, namely 

disinformation, misinformation, malinformation, generally known 

as “fake news”. It draws together the inputs of leading international 

researchers, thinkers and journalists who are helping to update 

methods and practices to boost Critical Thinking (CT) and Media 

and Information Literacy (MIL) skills, in order to deal with the 

challenges of “information disorder”. The lessons are contextual, 

theoretical and in the case of online verification, extremely practical. 

Used together as a course, or independently, they can help refresh 

existing teaching modules or create new offerings.   

 

Disinformation is an old story, fuelled by new technology. Long 

before modern journalism established standards which define news 

as a genre based on particular rules of integrity, information has 

been manipulated many times over history. In ancient Roman times, 

Antony’s political enemy, Octavian launched a smear campaign 

against him with short, sharp slogans written upon coins in the style 

of archaic Tweets. However, the 21st century has seen the 

weaponization of information on an unprecedented scale. New 

technology simplified the manipulation and fabrication of content 

and social networks dramatically amplify falsehoods muddled by 

States, populist politicians, and dishonest corporate entities, which 

are then shared by an uncritical public. 

Moreover, public trust in journalism has dramatically fallen, as often 

news outlets become vectors for disinformation. What is more is 

that, without trust in the authorities deputed to protect our well-
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being as citizens of a global community, the cynical view that there 

is no distinction between different narratives within journalism and 

politics on the one hand, and narratives of disinformation on the 

other, thrives. This scenario of mistrust has been defined “Post-

truth”, which will be the subject of our first module as we think that 

learning about the multifaceted evolution of 21st century 

“information disorder” should lead to understanding the causes and 

consequences of this unprecedented global threat encompassing 

harassment of journalists by state-sanctioned “troll armies”, the 

manipulation of elections, damage to public health and failure to 

recognise the risks of climate change.   

 

Re-establishing trust in governments and journalism is not an easy 

task. However, more critical and sceptical citizens, if provided with 

the right tools, will be more equipped to decide for themselves who 

deserves their trust and who doesn’t. To achieve this, people’s 

Critical Thinking (CT) and knowledge of the world of information, 

namely Media and Information Literacy (MIL) must be increased in 

order to enhance critical information verification, and purposeful 

engagement with technology. 

 

To this end, in the current period of social distancing and unnatural 

social interaction due to the pandemic, dialogue and cultural 

diversity are going to be the drivers of a constructivist process 

pivoting around a destruens phase, of analysis and deconstruction of 

media messages; and a costruens phase when citizens will be in the 

position to embrace and trust not only a piece of information but one 

another, as part of a community of shared values and aims.   

 

This curriculum falls into four distinct parts: the first module frames 

the problem and gives it context; the second and third provides 

knowledge and tools on CT and MIL; the fourth is more of a 

laboratorial practical type and suggests possible implementations of 

the combined use of CT and MIL through a dialogical approach 
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leading the constructivist media decoding method devised by Ithaca 

College’s “Project Look sharp”. 
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Module 1 – The rabbit hole 
 

 

Synopsis 

ur journey down the post-truth hole starts with an attempt 

to define the notion of Post-truth and its genesis, in order 

to better understand its impact on the world of information 

and the possible ways to fight it back. A special focus will 

be given to understanding the factors that drive trust in 

journalism and how such trust can be sustained or rebuilt. 

 

For this reason, the module will examine different types of 

“information disorder”, namely, disinformation, misinformation 

and mal-information, generally referred to under the improper term 

“fake news”. Students will be guided through the ‘elements ’of 

‘information disorder’: the agent, messages and interpreters, in order 

to gain a deeper understanding of how and with which purposes 

news messages are created and eventually manipulated.   

 

By the end of this module, learners should feel able to use 

terminology and definitions that are appropriate for discussing the 

problems associated with post-truth, and information disorder, 

having therefore acquired a general understanding of post-truth and 

the risks of ‘information disorder ’to democracy. 

  

  

O 



 8 

Learning Outcomes  

By the end of this course, participants will be able to:   

1) Deepen their critical understanding of post-truth and the risks of 

‘information disorder’ to democracy;  

2) Understand the factors that drive trust in journalism and how such 

trust can be sustained or rebuilt;  

3) Understand the types of misinformation and disinformation and 

apply them to different examples;  

4) Think critically about an example of disinformation, breaking 

down who initiated and/or created it, what the message looked like 

and how it might have been interpreted by audiences;  

5) Explain to someone else why it is important that we think about 

this issue carefully. 

 

Module Format 

Theoretical Lecture & Practical Workshop.  

For the purpose of this curriculum, the slides are suggested as the 

basis for a theoretical lecture. Educators should work through the 

theoretical part, using their own personalised slides, and the 

suggested discussion questions and exercises, which can be 

expanded and related to current issues according to class needs.  

 

Module 1 Course slides are available to be downloaded on the 

project website  

Find below a list of initiatives to rebuild trust in journalism and 

tackle “information disorder” (see the next chapter) 

 

The observers’ list of debunked news 

https://observers.france24.com/en/tag/debunked/ 

 

https://observers.france24.com/en/tag/debunked/
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Poynter International Fact Checking Network 

https://www.poynter.org/ifcn/ 

 

WikiTribune 

https://wt.social/ 

 

First Draft News 

https://firstdraftnews.org/ 

 

Google Fact Check 

https://toolbox.google.com/factcheck/explorer 

 

DFRLab 

https://www.atlanticcouncil.org/programs/digital-forensic-

research-lab/ 

 

BBC website 

https://www.bbc.com/news/topics/cjxv13v27dyt/fake-news 

 

A valuable tool is “The Verification Handbook”, European 

Journalism Centre — which can be downloaded for free at this link 

https://s3.eu-central-

1.amazonaws.com/datajournalismcom/handbooks/Verification-

Handbook-3.pdf 

 

  

https://www.poynter.org/ifcn/
https://wt.social/
https://firstdraftnews.org/
https://toolbox.google.com/factcheck/explorer
https://www.atlanticcouncil.org/programs/digital-forensic-research-lab/
https://www.atlanticcouncil.org/programs/digital-forensic-research-lab/
https://www.bbc.com/news/topics/cjxv13v27dyt/fake-news
https://s3.eu-central-1.amazonaws.com/datajournalismcom/handbooks/Verification-Handbook-3.pdf
https://s3.eu-central-1.amazonaws.com/datajournalismcom/handbooks/Verification-Handbook-3.pdf
https://s3.eu-central-1.amazonaws.com/datajournalismcom/handbooks/Verification-Handbook-3.pdf
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Module 1 - Practical activities  
 

The following activities can be carried out individually or in groups. 

In a face-to-face lesson they can be organised as a workshop using 

smartphones or tablets; in an online lesson they can be a homework 

assignment to be discussed in a follow-up lesson. 

 

• Find online examples that fit in the 3 types of information 

disorder (fig.1) 

 

• Find online examples that fit into the 7 categories of 

Information disorder (fig. 2) 

 

• Find a piece of disinformation and unpack its content 

identifying the elements of Information Disorder (Fig. 3) 

 

• Find a piece of disinformation and unpack its content 

identifying the phases of information disorder (fig.4) 
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https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
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https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2018/07/ct2018.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2018/07/ct2018.pdf
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https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://en.unesco.org/covid19/communicationinformationresponse
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Module 2 - Learning how to dig using Critical 

Thinking 
 

 

Synopsis 

ritical thinking is that mode of thinking - about any subject, 

content, or problem - in which the thinker improves the 

quality of his or her thinking by skilfully taking charge of 

the structures inherent in thinking and imposing intellectual 

standards upon them. (Paul and Elder, 2001).  Thinking is 

a natural skill we’ve been thinking our entire life without even 

knowing we were doing it, but critical thinking is another coup of 

tea. Our inherent cognitive biases make us ripe for manipulation and 

exploitation by those who have an agenda to push, especially if they 

can discredit all other sources of information.  We are all beholden 

to our sources of information, but we are especially vulnerable when 

they tell us exactly what we want to hear. Critical thinking consists 

of an awareness of a set of interrelated critical questions, plus the 

ability and willingness to ask and answer them at appropriate times. 

The goal of this module is to lead learners towards proficiency in 

evaluating numbers (e.g. statistics and graphs) words (e.g. 

ambiguous or omitted words) and their correlation (the logical 

structure of sentences and their inferences). This will be 

accomplished through an inquiry-based approach aimed at raising 

logical/critical skills in support of a “healthy scepticism” towards 

the world of information. 

  

C 
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Learning Outcomes 

By the end of this course, participants will be able to:  

1) question their own and other’s biases, values and believes;  

2) Asses the numbers and statistics they are provided with by news 

outlets;  

3) be aware of the possible use of misleading or ambiguous words;  

4) analyse the logical structure of arguments and distinguish 

between correlation and causation;  

5) apply the set of questions that make up the critical thinking 

method to the world of information. 

 

 

Module Format 

Theoretical Lecture and Practical Workshop.  For the purpose of this 

curriculum, the text above is suggested as the basis for a theoretical 

lecture of about 90 minutes. Educators should work through their 

own slides, based on the material provided in this module, using the 

discussion questions and exercises which can be adapted to current 

issues and expanded in order to meet the class needs. In the practical 

workshop, students will be asked to assess news content of their 

choice applying what they ’ve been taught. The outcomes of their 

work will be discussed in group.  

 

Module 2 Course slides are available to be downloaded on the 

project website  
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Online resources to spot misleading graphs and statistics: 

 

     Calling bullshit website: 

https://www.callingbullshit.org/tools/tools_misleading_axes.html 

The national Geographic provides a useful “Quick Guide to 

Spotting Graphics That Lie” 

https://www.nationalgeographic.com/news/2015/06/150619-

data-points-five-ways-to-lie-with-charts/ 

 

The Guardian provides a “nine-point guide to spotting a dodgy 

statistic” 

https://www.theguardian.com/science/2016/jul/17/politicians-

dodgy-statistics-tricks-guide 

 

TED ed   provides a useful video on how to spot misleading 

graphs https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-

lea-gaslowitz 

 

 

  

  

https://www.callingbullshit.org/tools/tools_misleading_axes.html
https://www.nationalgeographic.com/news/2015/06/150619-data-points-five-ways-to-lie-with-charts/
https://www.nationalgeographic.com/news/2015/06/150619-data-points-five-ways-to-lie-with-charts/
https://www.theguardian.com/science/2016/jul/17/politicians-dodgy-statistics-tricks-guide
https://www.theguardian.com/science/2016/jul/17/politicians-dodgy-statistics-tricks-guide
https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-gaslowitz
https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-gaslowitz
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Module 2 - Practical activities 
 

Have a go at Ted ed activity and discuss it with the class 

https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-

gaslowitz#digdeeper 

 

• Find online graphs and assess their credibility 

 

• Assess the logical quality of a newspaper article following 

the Critical questions and the credibility checks of Daniel J. 

Levitin (2016) 

 

• Assess the Biden/Trump pre-electoral debate using the 

Critical questions  

https://www.youtube.com/watch?v=2MRCcAt9IPg 

 

 

  

https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-gaslowitz#digdeeper
https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-gaslowitz#digdeeper
https://www.youtube.com/watch?v=2MRCcAt9IPg


 17 

 

BIBLIOGRAPHY 
 

Richard Paul and Linda Elder, The Miniature Guide to Critical 

Thinking Concepts and Tools, Foundation for Critical Thinking 

Press, 2001 

  

 M. Neil Browne and Stuart M. Keeley, Asking the Right 

Questions, Global Edition [Paperback] [ 2015] 

 

Daniel J. Levitin A Field Guide to Lies: Critical Thinking in the 

Information Age by (2016) 

 

 

 

 

 

 

 

 

 

  



 18 

Module 3 - Learning how to dig using media 

and information literacy  

 
Synopsis 

edia Literacy is typically defined as the ability to access, 

analyse, evaluate, and produce communication in a 

variety of forms. The term “media” generally refers to 

mass media messages communicated through visuals, 

language, and/or sound that are produced for a remote 

mass audience using some form of technology.  MIL informs our 

consumption, production, discovery, evaluation and sharing of 

information, and our understanding of ourselves and others in the 

information society. In this module students will learn that authentic 

news is not science, but embedded in narratives which, despite being 

diverse, do generally adhere to professional methods and ethics 

which help to reduce mistakes and which certainly eschew 

fabrication.  The aim of this module is equipping students with the 

skills needed to decode various messages in order to help them to 

find an equilibrium between trust of news sources and the necessary 

suspicion to question them. Participants will be equipped with the 

skills to unpack their consumption of news across the media 

spectrum and skills to see how easy it is to produce disinformation. 

Students are intended to develop a healthy scepticism towards all 

information they consume and how to weigh the veracity of reports, 

posts, feeds, photos, videos, audio content, infographics, and 

statistics within appropriate contexts.   

 

 

 

M 
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Learning Outcomes   

At the end of this module, students will be able to:   

1) to distinguish fact-checkable claims from opinions;  

2) Use tools to verify an original source by assessing sources and 

visual content and by asking the right questions when assessing the 

quality of news evidence;  

3) conduct basic verification steps for photo and video content, as 

well as awareness of more advanced techniques and metadata that 

can be used in verification processes.  

  

 

Module Format  

The module is divided into two 90-minute sessions. The first session 

is theoretical and the second session is practical. In the first session 

participants will be equipped with the skills to unpack their 

consumption of news. In the second, they’ll applying what they have 

learnt with practical exercises. The teaching approach is the “inquiry 

process” and includes both analytical (deconstruction) skills as well 

as creative communications (construction / production) skills. 

 

Module 3 Course slides are available to be downloaded 

on the project website  

Useful links: 

https://www.poynter.org/shop/fact-checking/handson-

factchecking/ 

https://betternews.org/topic/fact-checking/ 

 

Center for media literacy:  

https://www.medialit.org/reading-room/media-awareness-

education-eighteen-basic-principles 

https://www.poynter.org/shop/fact-checking/handson-factchecking/
https://www.poynter.org/shop/fact-checking/handson-factchecking/
https://betternews.org/topic/fact-checking/
https://www.medialit.org/reading-room/media-awareness-education-eighteen-basic-principles
https://www.medialit.org/reading-room/media-awareness-education-eighteen-basic-principles
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https://www.poynter.org/fact-checking/2015/5-tips-for-fact-

checking-datasets/ 

  

https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-

aedc7d9c110c 

 

https://africacheck.org/factsheets/guide-7-steps-detect-someone-

talking-science-nonsense/ 

  

https://callingbullshit.org/ 

  

https://www.gapminder.org/ 

  

https://www.healthnewsreview.org/about-us/review-criteria/ 

  

https://firstdraftnews.org/latest/storyful-irma-debunks/ 

 

https://betternews.org/ 

 

mapchecking.com  

 

https://www.factcheckingday.com/articles/13/10-tips-for-

verifying-viral-social-media-videos 

 

The website of the European Union on how to identify 

conspiracy theories: https://ec.europa.eu/info/live-work-travel-

eu/health/coronavirus-response/fighting-

disinformation/identifying-conspiracy-theories_en 

 

The verification handbook provides useful links for Source 

verification, video and images verification, Reverse Image Search, 

and metadata analysis. 

 

https://www.poynter.org/fact-checking/2015/5-tips-for-fact-checking-datasets/
https://www.poynter.org/fact-checking/2015/5-tips-for-fact-checking-datasets/
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-aedc7d9c110c
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-aedc7d9c110c
https://africacheck.org/factsheets/guide-7-steps-detect-someone-talking-science-nonsense/
https://africacheck.org/factsheets/guide-7-steps-detect-someone-talking-science-nonsense/
https://callingbullshit.org/
https://www.gapminder.org/
https://www.healthnewsreview.org/about-us/review-criteria/
https://firstdraftnews.org/latest/storyful-irma-debunks/
https://betternews.org/
https://www.factcheckingday.com/articles/13/10-tips-for-verifying-viral-social-media-videos
https://www.factcheckingday.com/articles/13/10-tips-for-verifying-viral-social-media-videos
https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en
https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en
https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en
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PRACTICAL ACTIVITIES 

 

The verification challenge of First Draft News, available at this 

link: https://ftp.firstdraftnews.org/articulate/temp/ovcR/story_html5.html 

  

The UNESCO handbook “Journalism,‘Fake News’ & 

Disinformation” provides an excellent activity on Fact-checkable 

claims at pp. 89- 93 

  

https://ftp.firstdraftnews.org/articulate/temp/ovcR/story_html5.html
https://unesdoc.unesco.org/ark:/48223/pf0000265552
https://unesdoc.unesco.org/ark:/48223/pf0000265552
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Module 4 - Digging through the rabbit hole: 
the combined use of Critical thinking and media and 

information literacy (MIL) in the dialogical approach of 

constructivist media decoding 

 
 

Synopsis 

he conclusive module is conceived as a practical hands-on 

experience where information disorder awareness, CT and 

MIL skills, enhanced in the previous modules, are put into 

practice. Students will be invited to think critically about 

information presented in media by making their own 

decision-making process transparent and explaining how they assess 

credibility of sources. The workshop is therefore based on the 

discussion of media “texts” or documents (not only print, but also 

image- or sound-based “texts”) starting with an inquire based 

approach. In this final phase, instructors will be guiding students in 

their analysis of media products only by asking “the right” 

questions, that is the types of questions students have become 

familiar with while learning about Critical thinking and Media and 

Information literacy. In Ithaca college’s constructivist media 

decoding method, dialogue and cultural diversity are going to be the 

drivers of a constructivist process pivoting around a destruens phase, 

of analysis and deconstruction of media messages; and a construens 

phase when students as a group will decide which piece of 

information is worth of their trust. Educators and students will be 

encouraged not only to analyse the media messages they encounter, 

but also to reflect on why they interpret media the way they do and 

why others may decipher or convey information differently. The 

ultimate goal is therefore to develop compassion and confidence to 

T 
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effectively collaborate and communicate across differences by 

making the most of this inquiry-driven, evidence-based approach to 

knowledge. 
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Learning outcomes 

 

At the end of this module, students will be able to:  

1) evaluate authors’ differing points of view on the same issue by 

assessing the authors’ claims, reasoning, and evidence through 

different media; 

2) identify what they learn about themselves from reflecting on their 

interpretations and reactions;  

3) develop compassion and confidence to effectively collaborate and 

communicate across differences while carrying out an inquiry-

driven, evidence-based approach to knowledge, through dialogue. 

 

 

Method 

Drawing on Ithaca college’s constructivist media decoding method, 

students will be led to Media deconstruction and media production, 

focusing on two stages in particular: 1) part destruens: news analysis 

using CT and MIL 2) part construens: assigning trust and build on it 

to effectively collaborate and communicate across differences.  

 

 

Module 4 Course slides are available to be downloaded on the 

project website 

Practical activities:  

Ithaca college’s Project look sharp website makes available for 

registered users’ free downloadable material for engaging lessons  

 

https://www.projectlooksharp.org/ 
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Useful links: 

 Kialo, a public discussion platform designed to facilitate reasoned 

debates about complex topics online https://www.kialo-

edu.com/about 

 

Project Look Sharp 

https://www.projectlooksharp.org/ 
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