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 Introduction 
 
This curriculum has been produced in a context of growing 
international concern about the ongoing “disinformation war” 
and amid the Corona virus pandemic breakout.  It is designed to 
serve as a model curriculum to give university teachers and 
trainers, a framework for the development of applied critical 
thinking, through a specific (though reflexive) set of knowledge, 
skills, attitudes, and values. Within a CT perspective, the 
dialogical way of knowing things, constitutes the royal road to 
knowledge.  

 
The following lessons to help navigate the issues associated 
with what has been defined “information disorder”, namely 
disinformation, misinformation, malinformation, generally 
known as “fake news”. It draws together the inputs of leading 
international researchers, thinkers and journalists who are 
helping to update methods and practices to boost Critical 
Thinking (CT) and Media and Information Literacy (MIL) skills 
in order to deal with the challenges of “information disorder”. 
The lessons are contextual, theoretical and in the case of online 
verification, extremely practical. Used together as a course, or 
independently, they can help refresh existing teaching modules 
or create new offerings.   
 
Disinformation is an old story, fueled by new technology. Long 
before modern journalism established standards which define 
news as a genre based on particular rules of integrity, 
information has been manipulated many times over history. In 
ancient Roman times, Antony’s political enemy, Octavian 
launched a smear campaign against him with short, sharp 
slogans written upon coins in the style of archaic Tweets. 
However, the 21st century has seen the weaponization of 
information on an unprecedented scale. New technology 
simplified the manipulation and fabrication of content and 



 

 
5 

 

social networks dramatically amplify falsehoods muddled by 
States, populist politicians, and dishonest corporate entities, 
which are then shared by an uncritical public.   
Moreover, public trust in journalism has dramatically fallen, as 
often news outlets become vectors for disinformation. What is 
more is that, without trust in the authorities deputed to protect 
our well-being as citizens of a global community, the cynical 
view that there is no distinction between different narratives 
within journalism and politics on the one hand, and narratives 
of disinformation on the other, thrives. This scenario of mistrust 
has been defined “Post-truth”, which will be the subject of our 
first module as we think that learning about the multifaceted 
evolution of 21st century “information disorder” should lead to 
understanding the causes and consequences of this 
unprecedented global threat encompassing harassment of 
journalists by state-sanctioned “troll armies”, the manipulation 
of elections, damage to public health and failure to recognise the 
risks of climate change.   
 
Re-establishing trust in governments and journalism is not an 
easy task. However, more critical and skeptical citizens, if 
provided with the right tools, will be more equipped to decide 
for themselves who deserves their trust and who does not. To 
achieve this, people’s Critical Thinking (CT) and knowledge of 
the world of information, namely Media and Information 
Literacy (MIL) must be increased in order to enhance critical 
information verification, and purposeful engagement with 
technology. 
 
To this end, in the current period of social distancing and limited  
social interaction due to the pandemic, Dialogue and cultural 
diversity are going to be the drivers of a constructivist process 
pivoting around: a destruens phase, of analysis and 
deconstruction of media messages;  and a costruens phase when 
citizens will be in the position to embrace and trust not only a 
piece of information, but one another as part of a community of 
shared values and aims.   
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This curriculum falls into four distinct parts: the first module 
frames the problem and gives it context; the second and third 
provides knowledge and tools on CT and MIL; the fourth is more 
of a laboratorial practical type and suggests possible 
implementations of the combined use of CT and MIL through a 
dialogical approach leading the constructivist media decoding 
method devised by Ithaca College’s “Project Look sharp”. 

Table of contents 
 
Module 1 – The rabbit hole 

• Post truth 

• Truth, trust and information 

• Information disorder: disinformation, misinformation and 
mal-information 

  
- Synopsis 
- Outline 
- Module aims 
- Learning outcomes 
- Method (module format) theoretical and practical sessions 
- Suggested assignments 

  
Module 2 – Learning how to dig using Critical thinking  

• What is critical thinking? 

• Logical, clear reasoning and writing 

• Applying critical thinking to the world of information 
  
- Synopsis 
- Outline 
- Module aims 
- Learning outcomes 
- Method (module format) theoretical and practical sessions 
- Suggested assignments 
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Module 3 – Learning how to dig using media and 
information literacy  

• What is MIL? 

• Media analysis and deconstruction 

• Applying MIL to the world of information 
  
- Synopsis 
- Outline 
- Module aims 
- Learning outcomes 
- Method (module format) theoretical and practical sessions 
- Suggested assignments 

  
Module 4 – Digging through the rabbit hole: the 
combined use of Critical Thinking and media and 
information literacy (mil) in the dialogical approach of 
constructive media decoding  

• Assessing deceptive news regarding data and statistics 

• Fact-checking 

• Social media verification: assessing sources and visual 
content 

  
- Synopsis 
- Outline 
- Module aims 
- Learning outcomes 
- Method (module format) practical sessions 
- Suggested assignments 
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Module 1 – The rabbit hole 
 
 

Synopsis 

ur journey down the post-truth hole starts with an 
attempt to define the notion of Post-truth and its 
genesis, in order to better understand its impact on the 
world of information and the possible ways to fight it 

back. A special focus will be given to understanding the factors 
that drive trust in journalism and how such trust can be 
sustained or rebuilt. 
 
For this reason, the module will examine different types of 
“information disorder”, namely, disinformation, misinformation 
and mal-information, generally referred to under the improper 
term “fake news”. Students will be guided through the 
‘elements ’of ‘information disorder’: the agent, messages and 
interpreters, in order to gain a deeper understanding of how 
and with which purposes news messages are compiled.   
 
By the end of this module, learners should feel able to use 
terminology and definitions that are appropriate for discussing 
the problems associated with post-truth, and information 
disorder, having therefore acquired a general understanding of 
post-truth and the risks of ‘information disorder ’to democracy. 

  
Learning Outcomes  

By the end of this course, participants will be able to:  1) Deepen 
their critical understanding of post-truth and the risks of 
‘information disorder’ to democracy; 2) Understand the factors 
that drive trust in journalism and how such trust can be 
sustained or rebuilt; 3) Understand the types of misinformation 
and disinformation and apply them to different examples; 4) 
Think critically about an example of disinformation, breaking 

O 



 

 
10 

 

down who initiated and/or created it, what the message looked 
like and how it might have been interpreted by audiences; 5) 
Explain to someone else why it is important that we think about 
this issue carefully. 

 
 

Module Format 

Theoretical Lecture & Practical Workshop: The UNESCO slides 
for this Module are designed to support a longer-form 
interactive workshop. However, for the purpose of this 
curriculum, the text above is suggested as the basis for a 
theoretical lecture. The practical exercises contained within the 
slides have been extracted for a 90-minute tutorial. Educators 
should work through the slides, using the discussion questions 
and exercises.  
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Module 2 - Learning how to dig using 
Critical thinking 
 

 

Synopsis 

ritical thinking is that mode of thinking - about any 
subject, content, or problem - in which the thinker 
improves the quality of his or her thinking by skillfully 
taking charge of the structures inherent in thinking and 

imposing intellectual standards upon them. (Paul and Elder, 
2001).  Thinking is a natural skill we’ve been thinking our entire 
life without even knowing we were doing it, but critical thinking 
is another coup of tea. Our inherent cognitive biases make us 
ripe for manipulation and exploitation by those who have an 
agenda to push, especially if they can discredit all other sources 
of information.  We are all beholden to our sources of 
information, but we are especially vulnerable when they tell us 
exactly what we want to hear. Critical thinking consists of an 
awareness of a set of interrelated critical questions, plus the 
ability and willingness to ask and answer them at appropriate 
times. The goal of this module is to lead learners towards 
proficiency in evaluating numbers (e.g. statistics and graphs) 
words (e.g. ambiguous or omitted words) and their correlation 
(the logical structure of sentences and their inferences). This 
will be accomplished through an inquiry-based approach aimed 
at raising logical/critical skills in support of a “healthy 
scepticism” towards the world of information. 

 

Learning Outcomes 

 
By the end of this course, participants will be able to: 1) question 
their own and other’s biases, values and believes; 2) Asses the 
numbers and statistics they are provided with by news outlets; 
3) be aware of the possible use of misleading of ambiguous 
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words; 4) analyse the logical structure of arguments and 
distinguish between correlation and causation. 5) apply the set 
of questions that make up the critical thinking method to the 
world of information. 

 

Module Format 

 
Theoretical Lecture and Practical Workshop.  For the purpose of 
this curriculum, the text above is suggested as the basis for a 
theoretical lecture of about 90 minutes. Educators should work 
through the slides, using the discussion questions and exercises. 
In the practical workshop, students will be asked to assess news 
content of their choice applying what they’ve been taught. The 
outcomes of their work will be discussed in group. 
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Module 3 - Learning how to dig using 
media and information literacy  
 

Synopsis 

edia Literacy is typically defined as the ability to 
access, analyse, evaluate, and produce communication 
in a variety of forms. The term “media” generally 
refers to mass media messages communicated 

through visuals, language, and/or sound that are produced for a 
remote mass audience using some form of technology.  MIL 
informs our consumption, production, discovery, evaluation 
and sharing of information, and our understanding of ourselves 
and others in the information society. In this module students 
will learn that authentic news is not science, but embedded in 
narratives which, despite being diverse, do generally adhere to 
professional methods and ethics which help to reduce mistakes 
and which certainly eschew fabrication.  The aim of this module 
is equipping students with the skills needed to decode various 
messages in order to help them to find an equilibrium between 
trust of news sources and the necessary suspicion to question 
them. Participants will be equipped with the skills to unpack 
their consumption of news across the media spectrum and skills 
to see how easy it is to produce disinformation. Students are 
intended to develop a healthy scepticism towards all 
information they consume and how to weigh the veracity of 
reports, posts, feeds, photos, videos, audio content, 
infographics, and statistics within appropriate contexts.   

 

Learning Outcomes   

At the end of this module, students will be able to:  1) to 
distinguish fact-checkable claims from opinions; 2) Use tools to 
verify an original source by assessing sources and visual content 
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and by asking the right questions when assessing the quality of 
news evidence; 4) conduct basic verification steps for photo and 
video content, as well as awareness of more advanced 
techniques and metadata that can be used in verification 
processes.  
  

Module Format  

The module is divided into two 90-minute sessions. The first 
session is theoretical and the second session is practical. In the 
first session participants will be equipped with the skills to 
unpack their consumption of news. In the second, they’ll 
applying what they have learnt with practical exercises. The 
teaching approach is the “inquiry process” and includes both 
analytical (deconstruction) skills as well as creative 
communications (construction / production) skills. 
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Module 4 - Digging through the rabbit 
hole: the combined use of Critical thinking and media 
and information literacy (mil) in the dialogical 
approach of constructive media decoding 
 

Synopsis 

he conclusive module is conceived as a practical hands-
on experience where information disorder awareness, 
CT and MIL skills, enhanced in the previous modules, are 
put into practice. Students will be invited to think 

critically about information presented in media by making their 
own decision-making process transparent and explaining how 
they assess credibility of sources. The workshop is therefore 
based on the discussion of media “texts” or documents (not only 
print, but also image- or sound-based “texts”) starting with an 
inquire based approach. In this final phase, instructors will be 
guiding students in their analysis of media products only by 
asking “the right” questions, that is the types of questions 
students have become familiar with while learning about 
Critical thinking and Media and Information literacy. In Ithaca 
college’s constructivist media decoding method, dialogue and 
cultural diversity are going to be the drivers of a constructivist 
process pivoting around a destruens phase, of analysis and 
deconstruction of media messages; and a costruens phase when 
students as a group will decide which piece of information is 
worth of their trust. Educators and students will be encouraged 
not only to analyse the media messages they encounter, but also 
to reflect on why they interpret media the way they do and why 
others may decipher or convey information differently. The 
ultimate goal is therefore to develop compassion and confidence 
to effectively collaborate and communicate across differences 
by making the most of this inquiry-driven, evidence-based 
approach to knowledge. 
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Learning outcomes 

 
At the end of this module, students will be able to 1) assess 
deceptive news regarding data and statistics; 2) carry out basic 
fact-checking; 3) assess sources and visual content of social 
media; 3) develop compassion and confidence to effectively 
collaborate and communicate across differences 4) carry out an 
inquiry-driven, evidence-based approach to knowledge 

 

Method 

Constructivist media decoding method made out of two stages: 
1) part destruents: news analysis using CT and MIL 2) part 
construens: assign trust and build on it to effectively collaborate 
and communicate across differences 
  



 

 
17 

 

MATERIAL COLLECTED FOR THE 
DRAFTING OF EACH MODULE 
 
 

Module 1 – The rabbit hole 

  
1. Post truth 

In 2016, the Oxford Dictionary made Post-truth the word of the 
year, defining it as “relating or denoting circumstances in which 
objective facts are less influential in shaping public opinion than 
appeals to emotion and personal belief". The prefix post- is 
meant to indicate not so much the idea that we are “past” truth 
in a temporal sense (as in “post-war”) but in the sense that truth 
has been eclipsed becoming irrelevant. Therefore gut-instinct is 
more important than objective facts and truth is more about 
how I feel about things than what they really are. The issue was 
so current that The Time magazine followed suit dedicating its 
cover to this concept. 

 
The scale of the post-truth issue is huge and affects all of us 
directly especially when post-truth sets into the political 
discourse and post truth becomes not so much a claim that truth 
does not exist, as that facts are subordinated to our political 
point of view and feelings matter more than facts or reasoning. 

 
However, this all started well before 2016 (Mcintyre 2018) and 
its roots can be found in academic debates over the 
impossibility of objective truth that have been used to attack the 
authority of science. 
 
Already in 2004, Tony Blair dodged the issue of the non-existing 
mass disruption weapons allegedly possessed by Saddam 
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Hussein which justified the starting of the war against Iraq in 
2003 by saying: “I'm like any other human being - fallible. 
Instinct is not science. I only know what I believe."  This is 
what has been called the post-truth discourse where Post-truth 
is a philosophical and political concept that refers to the 
disappearance of shared objective standards for truth and the 
circuitous slippage between facts or alt-facts, knowledge, 
opinion, belief, and truth often contrasted with the forms taken 
by scientific methods and inquiry. 

 
The word belief comes to the fore as Post-truth is not about 
reality but about the way humans react to reality acting 
according to what has been identified with the “confirmation 
bias”:  The tendency to interpret new evidence as confirmation 
of one's existing beliefs or theories. 

 
As a consequence, social media and the Internet play an 
important role in the proliferation of hateful and extreme 
speech.  Politics and public debate are increasingly antagonistic 
and tribalistic, while social media puts us in isolated 
information bubbles. In particular, disagreement doesn’t 
concern ideas but reality in very fundamental ways. Therefore, 
ideas and values are not supported by logic and identity is built 
in contraposition to “the other”. What happened to “the 
truth”?  to answer this question, we need to move back in 
history and peer down into the rabbit hole. 

  
The following material is adapted from POST-TRUTH by LEE 
MCINTYRE Massachusetts Institute of Technology, 2018 

 

1.2 Truth, trust and information  

 
The concept of truth in philosophy goes all the way back to 
ancient philosophy. Already Plato warned (through Socrates) of 
the dangers of false claims to knowledge. In his view, Ignorance 
was remediable; if one is ignorant, one can be taught. The 
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greater threat comes from those who have the hubris to think 
that they already know the truth. But what is the truth? Let’s try 
and give a definition. Following McIntyre (2018) we choose that 
of Aristotle, who said: “to say of what is that it is not, or of what 
is not that it is, is false, while to say of what is that it is, and of 
what is not that it is not, is true.” This definition might not be of 
great help as philosophers have fought for centuries over 
whether this sort of “correspondence” view is correct, whereby 
we judge the truth of a statement only by how well it fits reality. 
Moving forward in history other prominent conceptions of truth 
(coherentist, pragmatist, semantic) expressed different 
opinions about the proper theory of truth, leaving us with just 
one thing to hold on to: truth has always been deemed 
important. Therefore, having “past” truth, not in a temporal 
sense, as said before, but in the sense that truth has been 
eclipsed becoming irrelevant represents a major shock to the 
entire system. 
We believe that the first step in fighting post-truth is to 
understand its genesis. the phenomenon itself has deep roots 
that go back thousands of years, to the evolution of cognitive 
irrationalities that are shared by liberals and conservatives 
alike. As previously suggested, it also has roots in academic 
debates over the impossibility of objective truth that have been 
used to attack the authority of science. As a consequence, in the 
past two decades we have seen the explosion of science denial 
on topics like climate change. In a world in which politicians can 
challenge the facts and pay no political price whatsoever, post-
truth is everywhere and nowhere at the same time as it exists in 
us as well as our leaders and in the news. Our built-in cognitive 
biases, academic hair-splitting on questions about truth, and 
exploitation of the media have already had a prior life in the 
right wing’s attacks on science. It’s just that the battle field now 
encompasses all of factual reality. This is why Mcintyre (2018) 
believes that we have our best shot at understanding post-truth 
by exploring the factors that led up to it. Although the Brexit 
vote and the US presidential election may seem inextricably tied 
up with post-truth, neither was the cause of it— they were the 
result. According to Lee Mcintyre “Post-truth amounts to a form 
of ideological supremacy, whereby its practitioners are trying to 
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compel someone to believe in something whether there is good 
evidence for it or not” (Mcintyre 2018, p.12) as feeling 
something matter more than facts. No matter how good the 
evidence, a scientific theory can never be proven true. No matter 
how rigorously it might have been tested, every theory is “just a 
theory.” Because of the way that scientific evidence is gathered, 
it is always theoretically possible that some future piece of data 
might come along and disprove a theory. This does not mean 
that scientific theories are unjustified or unworthy of belief. But 
it does mean that at some point scientists must admit that even 
their strongest explanations cannot be offered as truth, but only 
strongly warranted belief based on justification given the 
evidence. This alleged weakness of scientific reasoning is often 
exploited by those who would claim that they are the real 
scientists—that if science is an open process, then it should not 
be in the business of excluding alternative theories. Until a 
theory is absolutely proven, they believe, a competing theory 
could always be true. In Mcintiyre’s opinion (2018) science 
should not be at all embarrassed by its epistemological situation 
but should instead embrace it as a virtue in the search for truth. 
The phenomenon of science denial in general is relevant as a 
way to understand the phenomenon of post-truth. But to do that 
we should probably start a little further back, when science 
denial really started to heat up in the 1950s, as tobacco 
companies realized that they had a vested interest in raising 
doubts over whether cigarette smoking caused lung cancer. 
Find and fund your own experts, use this to suggest to the media 
that there are two sides to the story, push your side through 
public relations and governmental lobbying, and capitalize on 
the resulting public confusion to question whatever scientific 
result you wish to dispute. By the time climate change became a 
partisan issue in the early 2000s, the mechanism of corporate 
funded science denial was a well-oiled machine: 
Paid experts produced fake research that was converted into 
talking points and memes, then repeated on television by paid 
shills and spread through social media and, when necessary, 
hammered into the public consciousness through paid 
advertising campaigns. In Merchants of Doubt, Oreskes and 
Conway make the case that a straight line can be drawn from the 
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“tobacco strategy” of the 1950s to today’s “controversy” over 
global warming. Doubt has been shamelessly manufactured 
over the last twenty years, by those with a financial interest in 
promoting it. The media played a significant part in providing 
“both sides of the story” on any controversial issue. As a result, 
the public remained confused. They cared more about which 
side you’re on than what the evidence says, facts truly may be 
subordinate to opinions. The host would let them both talk for 
roughly the same amount of time, then pronounce the issue 
“controversial.” For a while, most of the TV news shows seemed 
to be emulating the Fox News slogan “we report, you decide.” 
Naturally, the public was confused. Was there a scientific 
controversy over climate change or not? If not, why were the TV 
shows presenting it as if there were one? The media may have 
told themselves that it was not their job to take a stand on a 
“partisan” issue, but in an environment in which a little research 
surely would have told them that scientists were not divided, 
this amounted to journalistic malpractice. As pointed out by 
McIntire (2018) The goal of objectivity is not to give equal time 
between truth and falsehood—it is to facilitate the truth. Since 
scientists had already reached a consensus on climate change, 
the only “controversy” afoot was a political one that had been 
stirred up by the oil companies and those who believed their 
lies. The upshot is that even though there was no actual 
scientific controversy—just as forty years before there had been 
none over the link between smoking and cancer—the public 
thought that there was one. And who can blame them? They saw 
it on the news! By now the media had abandoned its job of 
“telling the truth” in favour of “covering their ass” by showing 
that they were not biased, which played right into the hands of 
those who were seeking to create confusion on factual matters 
through nothing more than bogus scepticism. 

 

The impact of post-modernism on post-truth 

The postmodernist approach is one in which everything is 
questioned and little is taken at face value. There is no right 
answer, only narrative. Commenting on the philosophical 
thought of Friedrich Nietzsche (who wrote one hundred years 
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before postmodernism, as one of its precursors), Alexis 
Papazoglou describes this sort of radical scepticism about the 
notion of truth in the following way:  
Once we realise that the idea of an absolute, objective truth is a 
philosophical hoax, the only alternative is a position called 
“perspectivism”—the idea there is no one objective way the 
world is, only perspectives on what the world is like. Think of 
this as the first thesis of postmodernism: there is no such thing 
as objective truth. If this is right, though, then how should we 
react when someone tells us that something is true? Here we 
arrive at the second thesis of postmodernism: that any 
profession of truth is nothing more than a reflection of the 
political ideology of the person who is making it. Michel 
Foucault’s idea was that our societal life is defined by language, 
but language itself is shot through with the relations of power 
and dominance. This means that at base all knowledge claims 
are really just an assertion of authority; they are a bullying tactic 
used by the powerful to force those who are weaker to accept 
their ideological views. Since there is no such thing as “truth,” 
anyone who claims to “know” something is really just trying to 
oppress us, not educate us. Having power allows us to control 
what is true, not the other way around. If there are many 
perspectives, then insisting that we accept any particular one is 
a form of fascism. If the postmodernists had been content 
merely to interpret literary texts or even the symbols behind 
our cultural behavior, things might have been fine. But they 
weren’t. Next, they came after natural science. As one might 
expect, there was a big clash when physicists, chemists, 
biologists, and their fellow scientists (who took themselves to 
be searching for the truth about reality by testing their theories 
against empirical evidence) came up against the “social 
constructivists” (who claimed that all of reality—including 
scientific theories about it—were socially created and that there 
was no such thing as objective truth). The “strong programme” 
of the sociology of science was not precisely the same as what 
people were doing in literary criticism and cultural studies over 
in the English Department, but they shared the idea that truth 
was perspectival and that all knowledge was socially 
constructed. In this way, the social constructivist movement 
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was kin to postmodernism, and aimed to do for science what 
their counterparts had done to literature: namely, undermine 
the claim that there was a single privileged perspective. The 
larger field of sociology of science—from which the idea of the 
social construction of science came—is based on an interesting 
idea: if scientists said that they were studying nature, who was 
studying them? If scientists were claiming that their theories 
were “true,” hadn’t one better see how these theories were 
created as scientists worked in their labs? Overnight the field of 
“science studies” was born. The idea of the strong programme of 
the sociology of science took things one step further. The “weak” 
hypothesis was that failed theories must be due to some sort of 
misfire in the scientific process, perhaps due to ideological bias, 
that prevented scientists from relying strictly on the evidence. 
The strong programme said that all theories—whether true or 
false—should be thought of as the product of ideology. If one 
does not believe that there is such a thing as truth, then it is an 
open question why scientists favor certain theories over others; 
to say that it is because of evidence just won’t do. Then the 
scientists fought back. In 1994, Paul Gross (a biologist) and 
Norman Levitt (a mathematician) published a book called 
Higher Superstition: The Academic Left and Its Quarrels with 
Science. It was a polemic and a call to arms. They claimed that 
postmodernism was nonsense and that it was being practiced 
by people from the humanities who knew next to nothing about 
how science really worked. Worse, these critics were missing 
the point of what science was really about: engaging facts rather 
than values. if right-wing politicians and other science deniers 
were not reading Derrida and Foucault, the germ of the idea 
made its way to them: science does not have a monopoly on the 
truth. Entire Ph.D. programs are still running to make sure that 
good American kids are learning the hard way that facts are 
made up, that there is no such thing as natural, unmediated, 
unbiased access to truth, that we are always prisoners of 
language, that we always speak from a particular standpoint, 
and so on, while dangerous extremists are using the very same 
argument of social construction to destroy hardwon evidence 
that could save our lives. Was I wrong to participate in the 
invention of this field known as science studies? Is it enough to 
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say that we did not really mean what we said? Why does it burn 
my tongue to say that global warming is a fact whether you like 
it or not? Why can’t I simply say that the argument is closed for 
good? If there are really no facts and only interpretations, and if 
millions of Americans are ready to unthinkingly embrace your 
perspective, then why bother adhering to a rigid line that 
separates fact from fiction? What a complete misfire of the 
original politics that motivated postmodernism, which was to 
protect the poor and vulnerable from being exploited by those 
in authority. It is now the poor and vulnerable who will suffer 
most from climate change. Sokal’s prediction is close to being 
fulfilled, for how does the left fight back against rightwing 
ideology without using facts? This is the cost of playing with 
ideas as if they had no consequences. It’s all fun and games to 
attack truth in the academy, but what happens when one’s 
tactics leak out into the hands of science deniers and conspiracy 
theorists, or thin-skinned politicians who insist that their 
instincts are better than any evidence? If everything is a 
narrative, then we need alternatives to the dominant narrative, 
therefore alternative media and news outlets. If there is no 
truth, and it is all just perspective, how can we ever really know 
anything? Why not doubt the mainstream news or embrace a 
conspiracy theory? Indeed, if news is just political expression, 
why not make it up? Whose facts should be dominant? Whose 
perspective is the right one?   
 

Trust 

The problem of fake news is intimately related to the 
phenomenon of post-truth. Indeed, for many they are one and 
the same. But this is not quite right, for it is like saying that the 
existence of nuclear weapons automatically presumes the 
apocalypse. Just because a weapon exists does not mean is going 
to be used.   
In many parts of the world, trust in media and journalism was 
fragile and weakening long before the advent of social media. 
This trend is not separate from declining trust in institutions 
which has been a feature common in many societies. However, 
the sheer volume and reach of disinformation and 
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misinformation, dressed up as news and distributed via social 
media, has inflicted a contagion that threatens further 
reputational damage to journalism. This has implications for 
journalists, news media, citizens and open societies. In the high-
speed information free-for-all on social media platforms and the 
internet, everyone can be a publisher. As a result, citizens 
struggle to discern what is true and what is false. Cynicism and 
distrust rule. Extreme views, conspiracy theories and populism 
flourish and once-accepted truths and institutions are 
questioned. In this world, newsrooms battle to claim and 
perform their historic role as gatekeepers whose product can 
help to establish the truth. At the same time, the rise of 
marketplaces for “strategic communications” and “information 
operations”, including active disinformation and mal-
information, has become a major factor in the information 
ecosystem. 
In a world of hyper-information, credibility, independence, 
accuracy, professional ethics, transparency and pluralism are 
the values that will confirm a relationship of trust with the 
public.     
Thus, the intentionally misleading content spread on these 
platforms is affecting citizens ’understanding of reality and 
undermining trust, informed dialogue, a shared sense of reality, 
mutual consent, and participation. 

 
The following material is adapted from “Journalism, “Fake News ’
& Disinformation”, UNESCO, 2018 

 
Solutions to rebuild trust 

In 2018, one of the most significant of the technical standards 
initiatives for news organisations was The Trust Project, a 
consortium that works hand-in-hand with the big search 
engines, social media platforms and over 70 media companies 
around the world. Its mission is to make it easy for the public to 
identify news that is “accurate, accountable and ethically 
produced” by recognition of a trust mark. It has created eight 
initial technical standards that a news provider should satisfy 
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and make easily identifiable within their online design 
environment in order to be considered a trustworthy provider. 

 
The Trust Project’s Trust Indicators are: › What are your 

standards?  Who funds the news outlet? › What is the outlet’s 

mission?  Commitments to ethics, diverse voices, accuracy, 
making corrections and other standards.  Author/Reporter 
Expertise: Who made this? Details about the journalist, 
including their expertise and other stories they have worked on. 
Type of Work: What is this? Labels to distinguish opinion, 
analysis and advertiser content from news reports. Citations 
and References: For investigative or in-depth stories, access to 
the sources behind the facts and assertions.  Methods: Also, for 
in-depth stories, information about why reporters chose to 
pursue a story and how they went about the process (this aids 
transparency). 

 

The eternal journalistic battle between objective 
facts and commentary 

In order to understand post-truth, the role of social media needs 
to be revisited, as do the exchanges that take place on it. Social 
media created a sense of community among people who already 
were inclined to agree with each other. In a recent Pew poll, 62 
percent of US adults reported getting their news from social 
media, and 71 percent of that was from Facebook. This means 
that 44 percent of the total adult US population now gets its 
news from Facebook. The result is the well-known problem of 
“news silos” that feed polarization and fragmentation in media 
content. If we get our news from social media, we can tune out 
those sources we don’t like, just as we can unfriend people who 
disagree with our political opinions. How ironic that the 
Internet, which allows for immediate access to reliable 
information by anyone who bothers to look for it, has for some 
become nothing but an echo chamber. And how dangerous. With 
no form of editorial control over what is now sometimes 
presented as “news,” how can we know when we are being 
manipulated? The growth of digital media, which transforms old 
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audiences into new communities of sharing and interpretation, 
also needs to be taken into account. The renewed tendency to 
gossip manifested by social media is not insignificant and should 
not be treated with contempt. A conversation in undertones that 
conveys a jumble of rumours, half-truths and hearsay, gossip 
makes what is private, public. It places authenticity above a 
truth that is perceived as fabricated by elites, far from daily and 
local concerns. 
 
Social media, then, conveys news where truth is uncertain, and 
falsehoods have been used to arrive at the truth or by showing 
that the truth is not all that clear-cut. Hence the temptation to 
categorize social media as “post-truth”. But this stance reduces 
its scope and refuses to see in it the quest for a different truth, 
when the supposedly gold-standard systems of information go 
bankrupt. Social media centres once again on the eternal 
journalistic battle between objective facts and commentary 
based on opinion, that is played out in these models of influence. 
 
In the information-communication sciences, gossip falls within 
the category of social bonding. It fulfills essential cognitive 
functions: monitoring the environment, providing help in 
decision-making by sharing news, aligning a given situation 
with the values of the group, etc. These functions have 
traditionally legitimized the importance of the media. But the 
media is now perceived as deficient and biased – this is 
symptomized by the reliance on online gossip, relayed by social 
media. 
 
In destabilized political situations all around the world, social 
media is restoring meaning to the regulatory role of social 
narrative. It highlights the violations of social norms, especially 
when political institutions boast of transparency, because 
secrets are no longer safe. Set against newspapers that toe party 
lines, social media is disrupting the norms of objectivity, which 
has become fossilized by requiring the presentation of one 
opinion for and one against. The public shows distrust of the 
“veracity” of this polarized discourse and is seduced by the 
strategy of authenticity. It establishes a close relationship of 
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trust with the community of members that now constitutes the 
audience, and aims to involve them in debates, while basing 
itself on the principle of transparency. Thus, social media pits 
the ethics of authenticity against the ethics of objectivity. 
 
Social media and fake news consequently make up a textbook 
case for MIL, which calls upon its fundamental competence − 
critical thinking. But this critical thinking must have an 
understanding of the added value of the digital: participation, 
contribution, transparency and accountability, of course, but 
also disinformation and the interplay of influence. 
 
The critical mind can be exercised and trained, and can also act 
as a form of resistance to propaganda and plot theory. Young 
people must be put in a position of responsibility while being 
protected by the adults around them:  they can be prompted to 
call into question their use of social media and to take into 
account the criticism against the consequences of their 
practices. We must also trust their sense of ethics, once it is 
called upon.   
In all cases, the point is to ensure that young people acquire the 
critical thinking reflexes of MIL, so that they can avoid the traps 
of hate speech, non-voluntary internet traces and fake news.   
 
It is also important that MIL exercises critical thinking against 
the media itself. It turns out that the top press organizations are 
among the biggest influencers and the ones who tend to push 
rumours, on Twitter for example, before they are confirmed. 
The fake news that circulates on Facebook, the first of the social 
media to spread it, draws its grain of truth from the fact that 
news professionals are overly responsive to the pressure of the 
scoop, transmitted before it is checked, in the same manner as 
the amateurs. And the denials do not generate as much buzz as 
the rumours! 
 
The following material is adapted from Challenging Truth and 
Trust: A Global Inventory of Organized Social Media Manipulation 
Samantha Bradshaw, University of Oxford Philip N. Howard, 
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University of Oxford https://comprop.oii.ox.ac.uk/wp-
content/uploads/sites/93/2018/07/ct2018.pdf 

 
The role of governments 

In 2017, the first Global Cyber Troops inventory shed light on 
the global organization of social media manipulation by 
government and political party actors. This 2018 report 
analyses the new trends of organized media manipulation, and 
the growing capacities, strategies and resources that support 
this phenomenon. Our key findings are:   
1. We have found evidence of formally organized social media 

manipulation campaigns in 48 countries, up from 28 
countries last year. In each country, there is at least one 
political party or government agency using social media to 
manipulate public opinion domestically.   

2. Much of this growth comes from countries where political 
parties are spreading disinformation during elections, or 
countries where government agencies feel threatened by 
junk news and foreign interference and are responding by 
developing their own computational propaganda campaigns 
in response. 

3. In fifth of these 48 countries—mostly across the Global 
South—we found evidence of disinformation campaigns 
operating over chat applications such as WhatsApp, 
Telegram and WeChat.   

4. Computational propaganda still involves social media 
account automation and online commentary teams, but is 
making increasing use of paid advertisements and search 
engine optimization on a widening array of Internet 
platforms.   

5. Social media manipulation is big business. Since 2010, 
political parties and governments have spent more than half 
a billion dollars on the research, development, and 
implementation of psychological operations and public 
opinion manipulation over social media.  In a few countries, 
this includes efforts to counter extremism, but in most 
countries this involves the spread junk news and 
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misinformation during elections, military crises, and 
complex humanitarian disasters. 

 
This report examines how governmental cyber troops make use 
of computational propaganda to shape public opinion.   
 
A strong democracy requires high-quality news from an 
independent media, a pluralistic climate of opinion, and the 
ability to negotiate public consensus. But powerful political 
actors are increasingly leveraging social media to manufacture 
consensus, manipulate public opinion, and subvert democratic 
processes. Building on the global inventory we developed in 
2017, we can now look back on a year’s worth of trends in the 
strategies, organization, and resourcing of social media 
manipulation around the world. Several notable trends have 
emerged from these data. In 30 of the 48 countries we examined, 
we found evidence of political parties using computational 
propaganda during elections or referenda 
 
In countries where fake account activity is high, we can safely 
say that both automation and human operators drive 
disinformation. Cyber troops use a variety of communication 
strategies to disseminate computational propaganda over social 
media platforms (Table 3). They create their own content, 
including fake videos, blogs, memes, pictures, or news websites. 
These content strategies involve more than simply posting 
forum comments or replying to genuine user posts, but instead 
are important sources of junk news, and conspiratorial or 
polarizing information that can be used to support a broader 
manipulation campaign.   
  
Content strategies also involve the malevolent takedown of 
legitimate content or accounts. In addition to amplifying certain 
messages, cyber troop teams use content strategies to suppress 
voices online. Increasingly, we are identifying human-operated 
and automated accounts being used to falsely mass-report 
legitimate content or users so that their accounts and posts are 
temporarily (and mistakenly) removed by the social media 
channel. In Armenia, China, Ecuador and Russia we found 
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evidence of this malevolent reporting of content to stifle 
individual expression and limit the spread of content online 
(Table 3).   
 
However, understanding precisely how social media platforms 
impact public life is difficult (Bradshaw & Howard, 2017). In 
many democracies it is not even clear that spreading 
computational propaganda contravenes election laws (Howard, 
Woolley, & Calo, 2018). It is, however, quite clear that the 
strategies and techniques used by government cyber troops 
have an impact, and that their activities violate the norms of 
democratic practice. We cannot prevent all bad actors from 
using computational propaganda, but in democracies we can 
have guidelines. discouraging its use. To start to address these 
challenges, we need to develop stronger rules and norms for the 
use of social media, big data and new information technologies 
during elections. 
 

 

The role of the EU 

The EU has committed to combating disinformation and fake 
news by providing factcheckers and authoritative media outlets 
with a quality certificate identifying their commitment in the 
fight against disinformation and propaganda. However, this tool 
posed many risks to democracy as national authorities would be 
provided with instruments to gag independent media. France 
tried to set up a public system to help the press fighting 
disinformation but had to renounce it due to editors ’revolt 
against the government’s certification of media credibility. 
 
In 2018, the European commission has encouraged self-
regulation by inviting online platform to draw up a code of good 
conduct against disinformation.  The code gave good results but 
wasn’t entirely satisfactory. The Digital Service Act might now 
make the rules contained in the code compulsory for all 
platforms. Sanctions might be foreseen for those platforms non-
complying to standards in contrasting disinformation.       
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On 19 June 2020, the European Parliament has created a special 
commission on disinformation with the aim to identify the areas 
where legislative and non-legislative actions might be needed 
against platforms and social media.     
 
The manipulation of public opinion over social media platforms 
has emerged as a critical threat to public life. Around the world, 
a range of government agencies and political parties are 
exploiting social media platforms to spread junk news and 
disinformation, exercise censorship and control, and undermine 
trust in the media, public institutions, and science. At a time 
when news consumption is increasingly digital, artificial 
intelligence, big data analytics, and “blackbox” algorithms are 
being leveraged to challenge truth and trust: the cornerstones 
of our democratic society.   

 
The following material is adapted from “Journalism, “Fake News ’
& Disinformation”, UNESCO, 2018 

 

Disinformation, misinformation and mal-
information 

There have been many uses of the term ‘fake news ’and even 
‘fake media ’to describe reporting with which the claimant does 
not agree. A Google Trends map shows that people began 
searching for the term extensively in the second half of 2016.1 
In this module participants will learn why that term is a) 
inadequate for explaining the scale of information pollution, and 
b) why the term has become so problematic that we should 
avoid using it. Unfortunately, the phrase is inherently 
vulnerable to being politicised and deployed as a weapon 
against the news industry, as a way of undermining reporting 
that people in power do not like. Instead, it is recommended to 
use the terms misinformation and disinformation. This module 
will examine the different types that exist and where these types 
sit on the spectrum of ‘information disorder’. This covers satire 
and parody, click-bait headlines, and the misleading use of 
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captions, visuals or statistics, as well as the genuine content that 
is shared out of context, imposter content (when a journalist’s 
name or a newsroom logo is used by people with no connections 
to them), and manipulated and fabricated content. From all this, 
it emerges that this crisis is much more complex than the term 
‘fake news ’suggests. If we want to think about solutions to these 
types of information polluting our social media streams and 
stopping them from flowing into traditional media outputs, we 
need to start thinking about the problem much more carefully. 
We also need to think about the people who are creating this 
type of content, and what is motivating them to do this. What 
types of content are they producing, and how are they being 
received by audiences? And when those same audience 
members decide to re-share those posts, what’s motivating 
them to do that? There are many aspects to this issue, and many 
of the debates are not grasping this complexity. By the end of 
this module, learners should feel able to use terminology and 
definitions that are appropriate for discussing the problems 
associated with ‘information disorder’. 

 
This handbook generally uses the terms “disinformation” and 
“misinformation” to contrast with the verifiable information, in 
the public interest, which is what authentic journalism gives rise 
to. In this module, focus is put on the distinctiveness of 
disinformation. Much of the discourse on ‘fake news ’conflates 
two notions: misinformation and disinformation. It can be 
helpful, however, to propose that misinformation is information 
that is false, but the person who is disseminating it believes that 
it is true. Disinformation is information that is false, and the 
person who is disseminating it knows it is false. It is a deliberate, 
intentional lie, and points to people being actively disinformed 
by malicious actors. A third category could be termed mal-
information; information, that is based on reality, but used to 
inflict harm on a person, organisation or country. An example is 
a report that reveals a person’s sexual orientation without 
public interest justification. It is important to distinguish 
messages that are true from those that are false, but also those 
that are true (and those messages with some truth) but which 
are created, produced or distributed by “agents” who intend to 
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harm rather than serve the public interest. Such mal-
information – like true information that violates a person’s 
privacy without public interest justification - goes against the 
standards and ethics of journalism. Notwithstanding the 
distinctions above, the consequences on the information 
environment and society may be similar (e.g. corrupting the 
integrity of democratic process, reducing vaccination rates). In 
addition, particular cases may exhibit combinations of these 
three conceptualisations, and there is evidence that individual 
examples of one are often accompanied by the others (e.g. on 
different platforms or in sequence) as part of a broader 
information strategy by particular actors. Nevertheless, it is 
helpful to keep the distinctions in mind because the causes, 
techniques and remedies can vary accordingly. 

 
1. Examples of disinformation: One of the attempted hoaxes 

of the French election campaign, was the creation of a 
sophisticated duplicate version of the Belgian newspaper Le 
Soir3 with a false article claiming that the presidential 
candidate Emmanuel Macron was being funded by Saudi 
Arabia. Another example was the circulation of documents 
online claiming falsely that he had opened an offshore bank 
account in the Bahamas.4 And finally, disinformation 
circulated via ‘Twitter raids ’in which loosely connected 
networks of individuals simultaneously took to Twitter with 
identical hashtags and messages to spread rumours about 
the candidate’s personal life.  

 
2. Examples of misinformation: A terror attack on the 

Champs Elysees in Paris on 20 April 2017 inspired a great 
deal of misinformation as is the case in almost all breaking 
news situations. Individuals on social media unwittingly 
published a number of rumours, including the news that a 
second policeman had been killed, for example. The people 
sharing this type of content are rarely doing so to cause 
harm. Rather, they are caught up in the moment, trying to be 
helpful, but fail to adequately inspect and verify the 
information they are sharing.  
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3. Examples of mal-information: One striking example of 
mal-information occurred when Emmanuel Macron’s emails 
were leaked just before the run-off vote on 7 May. The emails 
were regarded as genuine. However, by releasing private 
information into the public sphere minutes before the 
standard electoral ban on any coverage immediately ahead 
of polling, the leak was designed to cause maximum harm to 
the Macron campaign. The term propaganda is not 
synonymous with disinformation, although disinformation 
can serve the interests of propaganda. But propaganda is 
usually more overtly manipulative than disinformation, 
typically because it traffics in emotional rather than 
informational messaging. In this module, we concentrate on 
misinformation and particularly disinformation, and share 
some examples of further different types. 

 
The categories of disinformation, misinformation and mal-
informatation outlined above should not be conflated with 
different orientations with genuine news narratives. 

 
For example, one journalist may write, “While not in the league 
of Bernie Madoff, the alleged fraud in this new case has hit small 
investors hard”. Another writer could legitimately put it the 
other way around: “The alleged fraud in this new case has hit 
small investors hard, but it is not in the league of Bernie Madoff”. 
The second phrasing does more to minimise the comparative 
significance of the new case. The matter of differing emphasis in 
these examples does not per se amount to perpetuating 
misinformation or disinformation in the senses described 
below. These could be two legitimate ways of interpreting the 
same situation. The point is that narrative is present in news, as 
well as in disinformation, misinformation and mal-information. 
Thus, narrative is embedded in what facts are selected as salient 
in the news (or in what facts are made up or taken out of context 
in toxic communications). A news report on crime, that is not 
disinformation or its cousins, may see it as relevant to mention 
the presumed race or nationality of a perpetrator and victim. It 
may be a fact that an alleged mugger is a migrant and a male, 
and the apparent victim a national who is female; whether any 
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of that is actually salient to the story, however, is a function of 
investigative power of the journalist, and particularly part of the 
ideology, perspective and narrative of significance and causality 
that the reporter consciously or unconsciously puts ‘on the 
table’. This is one reason why “fact-checking” can be profitably 
accompanied by “narrative unpacking” – examining the 
structures of meaning within which facts and non-facts are 
mobilised for particular purposes. Narratives within legitimate 
journalism may vary, and their existence does not mean that 
journalism loses its distinctiveness when compared to 
narratives in other forms of communication, such as the seven 
listed below: 1. Satire and Parody Including satire in a typology 
about disinformation and misinformation, is perhaps 
surprising. Satire and parody could be considered as a form of 
art. However, in a world where people increasingly receive 
information via their social feeds, there has been confusion 
when it is not understood a site is satirical. An example is from 
The Khabaristan Times, a satirical column and site that were 
part of the news site Pakistan Today. 7 In January 2017, the site 
was blocked in Pakistan and therefore stopped publishing. 
2. False Connection When headlines, visuals or captions do not 
support the content, this is an example of false connection. The 
most common example of this type of content is clickbait 
headlines. With the increased competition for audience 
attention, editors increasingly have to write headlines to attract 
clicks, even if when people read the article they feel that they 
have been deceived. A particularly egregious example can be 
found on The Political Insider website. This can also happen 
when visuals or captions are used, particularly on sites like 
Facebook, to give a certain impression, which is not backed up 
by the text. But when people scroll through feeds on their social 
accounts without clicking through to articles (which often 
happens), misleading visuals and captions can be especially 
deceptive. 3. Misleading Content This type of content is when 
there is a misleading use of information to frame issues or 
individuals in certain ways by cropping photos, or choosing 
quotes or statistics selectively. This is called Framing Theory. 
Some examples have been exposed on Rappler.com.11 Visuals 
are particularly powerful vehicles for disseminating misleading 
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information, as our brains are less likely to be critical of visuals. 
“Native ’or paid advertising that mimics editorial content also 
falls into this category when it is insufficiently identified as 
sponsored.4. False Context One of the reasons the term ‘fake 
news ’is so unhelpful, is because genuine content is often seen 
being re-circulated out of its original context. For example, an 
image from Vietnam, captured in 2007, re-circulated seven 
years later, was shared under the guise that it was a photograph 
from Nepal in the aftermath of the earthquake in 2015. 5. 
Imposter Content There are real issues with journalists having 
their by-lines used alongside articles they did not write, or 
organisations ’logos used in videos or images that they did not 
create. For example, ahead of the Kenyan elections in 2017, BBC 
Africa found out that someone had created a video with a 
photoshopped BBC logo and strap line, and it was circulating. on 
WhatsApp. They therefore had to make a video that they shared 
on social media, warning people not to be fooled by the 
fabricated video. 6. Manipulated Content Manipulated content is 
when genuine content is manipulated to deceive. An example 
from South Africa shows manipulated images of HuffPost 
Editor-at-Large Ferial Haffajee – in one case, sitting on the lap of 
a businessman, Johan Rupert – imputing a personal relationship 
with him. 7. Fabricated Content This type of content can be text 
format, such as the completely fabricated ‘news sites’, like 
WTOE5 News, the self-proclaimed fantasy news site which 
published an article suggesting that the Pope had endorsed 
Donald Trump for President. Or it can be visual, as was the case 
when a graphic was created which incorrectly suggested that 
people could vote for Hillary Clinton via SMS. These graphics 
targeted minority communities on social networks in the lead 
up to the Presidential election in the USA. 

 
The public in general, and journalists especially, need to 
separately examine the ‘elements ’of ‘information disorder’: 
the agent, messages and interpreters. In this matrix, there are 
questions that need to be asked of each element. The agent who 
creates a fabricated message might be different to the agent who 
produces that message—who might also be different from the 
‘agent ’who distributes the message. Similarly, there is a need 
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for a thorough understanding of who these agents are and what 
motivates them. The different types of messages being 
distributed by agents also need to be understood, so that we can 
start estimating the scale of each and begin addressing them. 
(The debate to date has been overwhelmingly focused on 
fabricated text news sites, but visual content is just as 
widespread and much harder to identify and debunk.) Finally, 
there is a need to consider the three different ‘phases ’of 
‘information disorder’: creation, production, and 
distribution. It is important to consider the different phases of 
an instance of ‘information disorder ’alongside its elements 
because the agent who masterminds the content is often 
separate from the producers and disseminators. 

 

 
 
Information disorder    
https://rm.coe.int/information-disorder-report-version-
august-2018/16808c9c77 
  
Online resources: 
https://en.unesco.org/sites/default/files/journalism_fake_ne
ws_disinformation_print_friendly_0.pdf 

https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
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https://en.unesco.org/covid19/communicationinformationres
ponse 
https://en.unesco.org/themes/media-and-information-
literacy/milidnetwork/responsetocovid19 
https://euvsdisinfo.eu/throwing-coronavirus-disinfo-at-the-
wall-to-see-what-sticks/ 
https://www.pheme.eu/  
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https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2018/07/ct2018.pdf
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Oreskes and Conway, Merchants of Doubt, Bloomsbury 
Publishing 2010  
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Module 2 – Learning how to dig using Critical 
Thinking  

  
Critical Thinking  

Everyone thinks; it is our nature to do so. But much of our 
thinking, left to itself, is biased, distorted, partial, uninformed or 
down-right prejudiced. Yet the quality of our life and that of 
what we produce, make, or build depends precisely on the 
quality of our thought. Shoddy thinking is costly, both in money 
and in quality of life. Excellence in thought, however, must be 
systematically cultivated. 

 

A Definition 

 
Critical thinking is that mode of thinking - about any subject, 
content, or problem - in which the thinker improves the quality 
of his or her thinking by skillfully taking charge of the structures 
inherent in thinking and imposing intellectual standards upon 
them. (Paul and Elder, 2001) 

  
Critical thinking is something that can be taught, and practiced, 
and honed as a skill. 

 
The Result 
 

A well cultivated critical thinker: 

• raises vital questions and problems, formulating them clearly 
and precisely; 

• gathers and assesses relevant information, using abstract 
ideas to interpret it effectively comes to well-reasoned 
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conclusions and solutions, testing them against relevant 
criteria and standards; 

• thinks open-mindedly within alternative systems of thought, 
recognizing and assessing, as need be, their assumptions, 
implications, and practical consequences; and 

• communicates effectively with others in figuring out 
solutions to complex problems. 

Critical thinking is, in short, self-directed, self-disciplined, self-
monitored, and self-corrective thinking. It presupposes assent 
to rigorous standards of excellence and mindful command of 
their use. It entails effective communication and problem-
solving abilities and a commitment to overcome our native 
egocentrism and sociocentrism.   

 
(Taken from Richard Paul and Linda Elder, The Miniature Guide 
to Critical Thinking Concepts and Tools, Foundation for Critical 
Thinking Press) 
  
The following material is adapted from M. Neil Browne and Stuart 
M. Keeley, Asking the Right Questions, Global Edition [Paperback] 
[ 2015] 

  
M. Neil Browne and Stuart M. Keeley (2017) identify two 
Alternative Thinking Styles: the sponge and the panning-for-
gold. The first one is similar to the way in which a sponge reacts 
to water: by absorbing. It provides no method for deciding 
which information and opinions to believe and which to reject. 
Conversely, the panning-for-gold style of thinking provides a 
model for active readers and listeners as they try to determine 
the worth of what they read and hear. To distinguish the gold 
from the gravel in a conversation requires asking frequent 
questions and reflecting on the answers. The sponge approach 
emphasizes knowledge acquisition; the panning for-gold 
approach stresses active interaction with knowledge as it is 
being acquired. 
  
Exploring our cognitive biases which make it possible that the 
things thrown to us stick! 
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Psychologists for decades have been performing experiments 
that show that we are not quite as rational as we think. Some of 
this work bears directly on how we react in the face of 
unexpected or uncomfortable truths. What happens when we 
are confronted with information that suggests that something 
we believe is untrue? It creates psychological tension. How 
could I be an intelligent person yet believe a falsehood? Only the 
strongest egos can stand up very long under a withering assault 
of self-criticism. In seeking resolution, our primary goal is to 
preserve our sense of self-value. Motivated reasoning is the idea 
that what we hope to be true may colour our perception of what 
actually is true. We often reason, that is, within an emotional 
context. It is important here, however, to distinguish between 
motivated reasoning and confirmation bias, for they are not 
precisely the same thing. Motivated reasoning is a state of mind 
in which we find ourselves willing (perhaps at an unconscious 
level) to shade our beliefs in light of our opinions; confirmation 
bias is the mechanism by which we may try to accomplish this, 
by interpreting information so that it confirms our preexisting 
beliefs. 
The backfire effect is the tendency of some people to resist 
accepting evidence that conflicts with their beliefs. The effect is 
demonstrated when people presented with that conflicting 
information become even more convinced of their original 
beliefs rather than questioning them. 
The dunning-Kruger effect Dunning–Kruger effect is a cognitive 
bias in which people with low ability at a task overestimate their 
ability. It is related to the cognitive bias of illusory superiority 
and comes from the inability of people to recognize their lack of 
ability. Without the self-awareness of metacognition, people 
cannot objectively evaluate their competence or incompetence. 
[1] 
Succumbing to cognitive bias can feel a lot like thinking. But 
especially when we are emotionally invested in a subject, all of 
the experimental evidence shows that our ability to reason well 
will probably be affected. Cognitive bias is part of our human 
inheritance. 
If we are already motivated to want to believe certain things, it 
doesn’t take much to tip us over to believing them, especially if 
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others we care about already do so. Our inherent cognitive 
biases make us ripe for manipulation and exploitation by those 
who have an agenda to push, especially if they can discredit all 
other sources of information. Just as there is no escape from 
cognitive bias, a news silo is no defense against post-truth. For 
the danger is that at some level they are connected. We are all 
beholden to our sources of information. But we are especially 
vulnerable when they tell us exactly what we want to hear. This 
presenting both sides of the issue was used as a substitute of fact 
checking. The typical journalist, even one trained as a science 
writer, has neither the time nor the expertise to check the 
validity of claims himself. 
  
Critical thinking consists of an awareness of a set of interrelated 
critical questions, plus the ability and willingness to ask and 
answer them at appropriate times. 
M. Neil Browne and Stuart M. Keeley (2017) present 11 
questions to guide critical thinkers in their panning-for-gold 
adventure.   By the end of this module, you should know when 
and how to ask these questions productively: 
1. What are the issues and the conclusions? 
2. What are the reasons? 
3. Which words or phrases are ambiguous? 
4. What are the value conflicts and assumptions? 
5. What are the descriptive assumptions? 
6. Are there any fallacies in the reasoning? You should reject 

reasoning when the author: 
• attacks a person or a person's background, instead of the 
person's ideas 
• uses slippery slope reasoning 
• reflects a search for perfect solutions 
• equivocates 
• inappropriately appeals to common opinion 
• appeals to questionable authority 
• appeals to emotions 
• attacks a straw person 
• presents a faulty dilemma 
• engages in wishful thinking 
• explains by naming 
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• diverts attention from the issue 
• distracts with glittering generalities 
• begs the question 
• introduces a red herring 
7. How good is the evidence? 
8. Are there rival causes? 
9. Are the statistics deceptive? 
10. What significant information is omitted? 
11. What reasonable conclusions are possible? 

 
Evaluating an argument is one of the main skills deriving from 
the Critical thinking method. An argument can be defined as a 
statement or set of statements that is used in order to try to 
convince people that an opinion about something is correct. 
First of all let’s see the structure of an argument: an argument 
has visible and invisible elements. Let’s start with visible 
elements: there is an issue (should schools adopt school 
uniforms?) that is raised and a conclusion (yes/no) supported 
by reasons (the learning environment should be free form 
distractions such as revealing cloths; proved by evidence 
(statistic data proving better results in schools were uniforms 
are used) (the greater the quality and quantity of evidence 
supporting a claim, the more we can depend on it, and the more 
we can call the claim a fact).  Invisible parts are the value 
priorities and value assumptions: ideas the communicator 
needs to take for granted so that the reason is supportive of the 
conclusion. Values priorities are values we cherish the most 
such as courage, freedom, honesty… in our example we can 
apply inductive reasoning and identify equality as one of the 
possible author’s values) Assumptions can be divided in 
1)  Descriptive and 2) prescriptive. Descriptive assumptions are 
beliefs about the way the world was, is or will be (students want 
to show off their body parts and express themselves with a 
personal outlook); Prescriptive assumptions are beliefs about 
how the world should be (school should be a neutral place were 
the main focus is learning). Then we also have Definitional 
assumptions: the taking for granted of one meaning for a term 
that has multiple possible meanings (if the author used the word 
“outrageous” in this case we are assuming that it is related to 
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revealing cloths but what about gender identification? Should 
all boys were trousers? What if they want to wear a skirt?). We 
need to locate assumptions to be able to judge how well the 
reasons support the conclusions. 

  
The following material is adapted from A Field Guide to Lies: 
Critical Thinking in the Information Age by Daniel J. Levitin 
(2016) 

 
Critical thinking doesn’t mean we disparage everything, it 
means that we try to distinguish between claims with evidence 
and those without. To sift through the various claims we hear 
and to recognize when they contain misinformation, pseudo-
facts, distortions, and outright lies, Daniel J. Levitin (2016) 
grouped them into two categories: numerical and verbal. The 
first includes mishandled statistics and graphs; the second 
includes faulty arguments. In both parts, I include the steps we 
can take to better evaluate news, statements, and reports.   
 
Recognizing faulty arguments can help you to evaluate whether 
a chain of reasoning leads to a valid conclusion or not. Related 
to this is infoliteracy—recognizing that there are hierarchies in 
source quality, that pseudo-facts can easily masquerade as facts, 
and biases can distort the information we are being asked to 
consider, leading us to faulty conclusions. This means checking 
the numbers, the reasoning, and the sources for plausibility and 
rigor. It means examining them as best as we can before we 
repeat them or use them to form an opinion.   

  
EVALUATING NUMBERS 

Statistics, because they are numbers, appear to us to be cold, 
hard facts. It seems that they represent facts given to us by 
nature and it’s just a matter of finding them. But it’s important 
to remember that people gather statistics. People choose what 
to count, how to go about counting, which of the resulting 
numbers they will share with us, and which words they will use 
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to describe and interpret those numbers. Statistics are not facts. 
They are interpretations. And your interpretation may be just as 
good as, or better than, that of the person reporting them to you. 
  
Sometimes, the numbers are simply wrong, and it’s often easiest 
to start out by conducting some quick plausibility checks. After 
that, even if the numbers pass plausibility, three kinds of errors 
can lead you to believe things that aren’t so: how the numbers 
were collected, how they were interpreted, and how they were 
presented graphically. 
In your head or on the back of an envelope you can quickly 
determine whether a claim is plausible (most of the time). Don’t 
just accept a claim at face value; work through it a bit. 

 
When conducting plausibility checks, we don’t care about the 
exact numbers. That might seem counterintuitive, but precision 
isn’t important here. We can use common sense to reckon a lot 
of these: If Bert tells you that a crystal wineglass fell off a table 
and hit a thick carpet without breaking, that seems plausible. If 
Ernie says it fell off the top of a forty-story building and hit the 
pavement without breaking, that’s not plausible. Your real-
world knowledge, 
observations acquired over a lifetime, tells you so. Similarly, if 
someone says they are two hundred years old, or that they can 
consistently beat the roulette wheel in Vegas, or that they can 
run forty miles an hour, these are not plausible claims. 
  
What would you do with this claim? 
  
In the thirty-five years since marijuana laws stopped being 
enforced in California, the number of marijuana smokers has 
doubled every year. 
  
Plausible? Where do we start? Let’s assume there was only one 
marijuana smoker in California thirty-five years ago, a very 
conservative estimate (there were half a million marijuana 
arrests nationwide in 1982). Doubling that number every year 
for thirty-five years would yield more than 17 billion—larger 
than the population of the entire world. (Try it yourself and 
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you’ll see that doubling every year for twenty-one years gets 
you to over a million: 1; 2; 4; 8; 16; 32; 64; 128; 256; 512; 1024; 
2048; 4096; 8192; 16,384; 32,768; 65,536; 131,072; 262,144; 
524,288; 1,048,576.) This claim isn’t just implausible, then, it’s 
impossible. Unfortunately, many people have trouble thinking 
clearly about numbers because they’re intimidated by them. But 
as you see, nothing here requires more than elementary school 
arithmetic and some reasonable assumptions. 
  
Sometimes you can’t easily evaluate a claim without doing a bit 
of research on your own. Yes, newspapers and websites really 
ought to be doing this for you, but they don’t always, and that’s 
how runaway statistics take hold. A widely-reported statistic 
some years ago was this: 
  
In the U.S., 150,000 girls and young women die of anorexia each 
year. 
  
Okay—let’s check its plausibility. We have to do some digging. 
According to the U.S. Centers for Disease Control, the annual 
number of deaths from all causes for girls and women between 
the ages of fifteen and twenty-four is about 8,500. Add in women 
from twenty-five to forty-four and you still only get 55,000. The 
anorexia deaths in one year cannot be three times the number 
of all deaths. 
  
Sometimes we fine pie charts whose sum is more than 100% for 
the total of the slices. 

 

FUN WITH AVERAGES 

An average can be a helpful summary statistic, even easier to 
digest than a pie chart, allowing us to characterize a very large 
amount of information with a single number. We might want to 
know the average wealth of the people in a room to know 
whether our fund-raisers or sales managers will benefit from 
meeting with them. Or we might want to know the average price 
of gas to estimate how much it will cost to drive from Vancouver 
to Banff. But averages can be deceptively complex. 
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There are three ways of calculating an average, and they often 
yield different numbers, so people with statistical acumen 
usually avoid the word average in favor of the more precise 
terms mean, median, and mode. We don’t say “mean average” or 
“median average” or simply just “average”—we say mean, 
median, or mode. In some cases, these will be identical, but in 
many they are not. If you see the word average all by itself, it’s 
usually indicating the mean, but you can’t be certain. 
  
The mean is the most commonly used of the three and is 
calculated by adding up all the observations or reports you have 
and dividing by the number of observations or reports. For 
example, the average wealth of the people in a room is simply 
the total wealth divided by the number of people. If the room 
has ten people whose net worth is $100,000 each, the room has 
a total net worth of $1 million, and you can figure the mean 
without having to pull out a 
calculator: It is $100,000. If a different room has ten people 
whose net worth varies from $50,000 to $150,000 each, but 
totals $1 million, the mean is still $100,000 (because we simply 
take the total $1 million and divide by the ten people, regardless 
of what any individual makes). 
The median is the middle number in a set of numbers 
(statisticians call this set a “distribution”): Half the observations 
are above it and half are below. Remember, the point of an 
average is to be able to represent a whole lot of data with a 
single number. The median does a better job of this when some 
of your observations are very, very different from the majority 
of them, what statisticians call outliers. 
  
If we visit a room with nine people, suppose eight of them have 
a net worth of near $100,000 and one person is on the verge of 
bankruptcy with a net worth of negative $500,000, owing to his 
debts. Here’s the makeup of the room: 
  
Person 1: −$500,000 
  
Person 2: $96,000 
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Person 3: $97,000 
  
Person 4: $99,000 
  
Person 5: $100,000 
  
Person 6: $101,000 
  
Person 7: $101,000 
  
Person 8: $101,000 
  
Person 9: $104,000 
  
Now we take the sum and obtain a total of $299,000. Divide by 
the total number of observations, nine, and the mean is $33,222 
per person. But the mean doesn’t seem to do a very good job of 
characterizing the room. It suggests that your fund-raiser might 
not want to visit these people, when it’s really only one odd 
person, one outlier, bringing down the average. This is the 
problem with the mean: It is sensitive to outliers. 
  
The median here would be $100,000: Four people make less 
than that amount, and four people make more. The mode is 
$101,000, the number that appears more often than the others. 
Both the median and the mode are more helpful in this 
particular example. 
  
There are many ways that averages can be used to manipulate 
what you want others to see in your data. 
  
For example, imagine two small towns, each with only one 
hundred people. Town A has ninety-nine people earning 
$80,000 a year, and one super-wealthy person who struck oil on 
her property, earning $5,000,000 a year. Town B has fifty people 
earning $100,000 a year and fifty people earning $140,000. The 
mean income of Town A is $129,200 and the mean income of 
Town B is $120,000. Although Town A has a higher mean 
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income, in ninety-nine out of one hundred cases, any individual 
you select randomly from Town B will have a higher income 
than an individual selected randomly from Town A. The 
ecological fallacy is thinking that if you select someone at 
random from the group with the higher mean, that individual is 
likely to have a higher income. The neat thing is, in the examples 
above, that it’s not just the mean that is higher in Town B but 
also the median and the mode. (It doesn’t always work out that 
way.) 

 
Statistics use: 
 
Mean: The "mean" is the "average" you're used to, where you 
add up all the numbers and then divide by the number of 
numbers. 
 
Median: The "median" is the "middle" value in the list of 
numbers. To find the median, your numbers have to be listed in 
numerical order from smallest to largest, so you may have to 
rewrite your list before you can find the median. 
 
Mode: The "mode" is the value that occurs most often. If no 
number in the list is repeated, then there is no mode for the list. 
 
But be careful drawing conclusions about individuals and 
groups based on averages. The pitfalls here are so common that 
they have names: the ecological fallacy and the exception fallacy. 
The ecological fallacy occurs when we make inferences about an 
individual based on aggregate data (such as a group mean), and 
the exception fallacy occurs when we make inferences about a 
group based on knowledge of a few exceptional individuals. The 
ecological fallacy is thinking that if you select someone at 
random from the group with the higher mean, that individual is 
likely to have a higher income. As an example of the exception 
fallacy, you may have read that Volvos are among the most 
reliable automobiles and so you decide to buy one. On your way 
to the dealership, you pass a Volvo mechanic and find a parking 
lot full of Volvos in need of repair. If you change your mind about 
buying a Volvo based on seeing this, you’re using a relatively 
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small number of exceptional cases to form an inference about 
the entire group. No one was claiming that Volvos never need 
repair, only that they’re less likely to in the aggregate. 

 

AXIS SHENANIGANS 

The human brain did not evolve to process large amounts of 
numerical data presented as text; instead, our eyes look for 
patterns in data that are visually displayed. The most accurate 
but least interpretable form of data presentation is to make a 
table, showing every single value. But it is difficult or impossible 
for most people to detect patterns and trends in such data, and 
so we rely on graphs and charts. Graphs come in two broad 
types: Either they represent every data point visually (as in a 
scatter plot) or they implement a form of data reduction in 
which we summarize the data, looking, for example, only at 
means or medians. 
  
There are many ways that graphs can be used to manipulate, 
distort, and misrepresent data. The careful consumer of 
information will avoid being drawn in by them. 

  
Unlabeled Axes 

The most fundamental way to lie with a statistical graph is to not 
label the axes. If your axes aren’t labeled, you can draw or plot 
anything you want!  Truncated Vertical Axis 
A well-designed graph clearly shows you the relevant end points 
of a continuum. This is especially important if you’re 
documenting some actual or projected change in a quantity, and 
you want your readers to draw the right conclusions. If you’re 
representing crime rate, deaths, births, income, or any quantity 
that could take on a value of zero, then zero should be the 
minimum point on your graph. But if your aim is to create panic 
or outrage, start your y-axis somewhere near the lowest value 
you’re plotting—this will emphasize the difference you’re trying 
to highlight, because the eye is drawn to the size of the 
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difference as shown on the graph, and the actual size of the 
difference is obscured. 

  
Discontinuity in Vertical or Horizontal Axis 

(Compressing the viewable portion you give a totally different 
visual impression) double y-axis: graphs is that you can always 
scale the second axis any way that you choose. 
You need to know the correlation 
Which one is true? You’d need to have a measure of how the one 
variable changes as a function of the other, a statistic known as 
a correlation. Correlations range from −1 to 1. A correlation of 0 
means that one variable is not related to the other at all. A 
correlation of -1 means that as one variable goes up, the other 
goes down, in precise synchrony. A correlation of 1 means that 
as one variable goes up, the other does too, also in precise 
synchrony. The first graph appears to be illustrating a 
correlation of 0, the second graph appears to be representing 
one that is close to 1. The actual correlation for this dataset is 
.91, a very strong correlation. Spending more on students is, at 
least in this dataset, associated with better SAT scores. 
  
The correlation also provides a good estimate of how much of 
the result can be explained by the variables you’re looking at. 
The correlation of .91 tells us we can explain 91 percent of 
students ’SAT scores by looking at the amount of school 
expenditures per student. That is, it tells us to what extent 
expenditures explain the diversity in SAT scores. 
  
A controversy about the double y-axis graph erupted in the fall 
of 2015 during a U.S. congressional committee meeting.   

  

HIJINKS WITH HOW NUMBERS ARE REPORTED  

Plotting Things That Are Unrelated 
 
Plotting Things That Are Unrelated 
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There are so many things going on in the world that some 
coincidences are bound to happen. The number of green trucks 
on the road may be increasing at the same time as your salary; 
when you were a kid, the number of shows on television may 
have increased with your height. But that doesn’t mean that one 
is causing the other. When two things are related, whether or 
not one causes the other, statisticians call it a correlation. 
  
The famous adage is that “correlation does not imply causation.” 
In formal logic, there are two formulations of this rule: 
  
1) Post hoc, ergo propter hoc (after this, therefore because of 
this). This is a logical fallacy that arises from thinking that just 
because one thing (Y) occurs after another (X), that X caused Y. 
People typically brush their teeth before going off to work in the 
morning. But brushing their teeth doesn’t cause them to go to 
work. In this case, it is even possibly the reverse. 
  
2) Cum hoc, ergo propter hoc (with this, therefore because of 
this). This is a logical fallacy that arises from thinking that just 
because two things co-occur, one must have caused the other. 
To drive home the point, Harvard Law student Tyler Vigen has 
written a book and a website that feature spurious co-
occurrences—correlations—such as this one: 
Deceptive Illustrations 

 
Differences That Don’t Make a Difference 
Statistics are often used when we seek to understand whether 
there is a difference between two treatments: two different 
fertilizers in a field, two different pain medications, two 
different styles of teaching, two different groups of salaries (e.g., 
men versus women doing the same jobs). There are many ways 
that two treatments can differ. There can be actual differences 
between them; there can be confounding factors in your sample 
that have nothing to do with the actual treatments; there can be 
errors in your measurement; or there can be random 
variation—little chance differences that turn up, sometimes on 
one side of the equation, sometimes on the other, depending on 
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when you’re looking. The researcher’s goal is to find stable, 
replicable differences, and we try to distinguish those from 
experimental error. 
  
Be wary, though, of the way news media use the word 
“significant,” because to statisticians it doesn’t mean 
“noteworthy.” In statistics, the word “significant” means that the 
results passed mathematical tests such as t-tests, chi-square 
tests, regression, and principal components analysis (there are 
hundreds). Statistical significance tests quantify how easily pure 
chance can explain the results. With a very large number of 
observations, even small differences that are trivial in 
magnitude can be beyond what our models of change and 
randomness can explain. These tests don’t know what’s 
noteworthy and what’s not—that’s a human judgment. 
  
The more observations you have in the two groups, the more 
likely that you will find a difference between them. Suppose I 
test the annual maintenance costs of two automobiles, a Ford 
and a Toyota, by looking at the repair records for ten of each car. 
Let’s say, hypothetically, the mean cost of operating the Ford is 
eight cents more per year. This will probably fail to meet 
statistical significance, and clearly a cost difference of eight 
cents a year is not going to be the deciding factor in which car to 
buy—it’s just too small an amount to be concerned about. But if 
I look at the repair records for 500,000 vehicles, that eight-cent 
difference will be statistically significant. But it’s a difference 
that doesn’t matter in any real-world, practical sense. Similarly, 
a new headache medication may be statistically faster at curing 
your headache, but if it’s only 2.5 seconds faster, who cares? 
Interpolation and Extrapolation 

 
Precision Versus Accuracy 
When faced with the precision of numbers, we tend to believe 
that they are also accurate, but this is not the same thing. If I say 
“a lot of people are buying electric cars these days,” you assume 
that I’m making a guess. If I say that “16.39 percent of new car 
sales are electric vehicles,” you assume that I know what I’m 
talking about. But you’d be confusing precision for accuracy. I 



 

 
56 

 

may have made it up. I may have sampled only a small number 
of people near an electric-car dealership. Access is one of those 
words that should raise red flags when you encounter them in 
statistics. People having access to health care might simply 
mean they live near a medical facility, not that the facility would 
admit them or that they could pay for it. 

 
Comparing Apples and Oranges 
One way to lie with statistics is to compare things—datasets, 
populations, types of products—that are different from one 
another, and pretend that they’re not. As the old idiom says, you 
can’t compare apples with oranges. 
  
Using dubious methods, you could claim that it is safer to be in 
the military during an active conflict (such as the present war in 
Afghanistan) than to be stateside in the comfort of your own 
home. Start with the 3,482 active-duty U.S. military personnel 
who died in 2010. Out of a total of 1,431,000 people in the 
military, this gives a rate of 2.4 deaths per 1,000. Across the 
United States, the death rate in 2010 was 8.2 deaths per 1,000. 
In other words, it is more than three times safer to be in the 
military, in a war zone, than to live in the United States. 
  
What’s going on here? The two samples are not similar, and so 
shouldn’t be compared directly. Active military personnel tend 
to be young and in good health; they are served a nutritious diet 
and have good health care. The general population of the United 
States includes the elderly, people who are sick, gang members, 
crackheads, motorcycle daredevils, players of mumblety-peg, 
and many people who have neither a nutritious diet nor good 
health care; their mortality rate would be high wherever they 
are. 
….“Sexually active” is open to interpretation. Responses will 
vary widely depending on how it is defined. And of course, 
respondants may not tell the truth (reporting bias). 
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HOW NUMBERS ARE COLLECTED 

Just because there’s a number on it, it doesn’t mean that the 
number was arrived at properly. Remember, as the opening to 
this part of the book states, people gather statistics. People 
choose what to count, how to go about counting. There are a 
host of errors and biases that can enter into the collection 
process, and these can lead millions of people to draw the wrong 
conclusions. Although most of us won’t ever participate in the 
collection process, thinking about it, critically, is easy to learn 
and within the reach of all of us. 
  
Statistics are obtained in a variety of ways: by looking at records 
(e.g., birth and death records from a government agency, 
hospital, or church), by conducting surveys or polls, by 
observation (e.g., counting the number of electric cars that pass 
the corner of Main and Third Street), or by inference (if sales of 
diapers are going up, the birth rate is probably going up). Biases, 
inaccuracies, and honest mistakes can enter at any stage. Part of 
evaluating claims includes asking the questions “Can we really 
know that?” and “How do they know that?” 
  
Sampling 
The job of the statistician is to formulate an inventory of all 
those things that matter in order to obtain a representative 
sample. Researchers have to avoid the tendency to capture 
variables that are easy to identify or collect data on—sometimes 
the things that matter are not obvious or are difficult to 
measure. As Galileo Galilei said, the job of the scientist is to 
measure what is measurable and to render measurable that 
which is not. That is, some of the most creative acts in science 
involve figuring out how to measure something that makes a 
difference, that no one had figured out how to measure before. 
people sometimes give an intentionally wrong answer. Humans 
are a social species; many try to avoid confrontation and want 
to please, and so give the answer they think the pollster wants 
to hear. On the other hand, there are disenfranchised members 
of society and nonconformists who will answer falsely just to 
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shock the pollster, or as a way to try on a rebellious persona to 
see if it feels good to shock and challenge. 
Achieving an unbiased sample isn’t easy. When hearing a new 
statistic, ask, “What biases might have crept in during the 
sampling?” 

 
The formula for calculating the margin of error (and confidence 
interval) is in the notes at the end of the book, and there are 
many online calculators to help. If you see a statistic quoted and 
no margin of error is given, you can calculate the margin 
yourself, knowing the number of people who were surveyed. 
You’ll find that in many cases, the reporter or polling 
organization doesn’t provide this information. This is like a 
graph without axes—you can lie with statistics very easily by 
failing to report the margin of error or confidence interval. 
Here’s one: My dog Shadow is the leading gubernatorial 
candidate in the state of Mississippi, with 76 percent of voters 
favoring him over other candidates (with an unreported margin 
of error of ±76 percent; vote for Shadow!!!). 
If you want to lie with statistics and cover your tracks, take the 
average height of people near the basketball court; ask about 
income by sampling near the unemployment office; estimate 
statewide incidence of lung cancer by sampling only near a 
smelting plant. If you don’t disclose how you selected your 
sample, no one will know. 

 
Participation Bias 
those who are willing to participate in a study and those who 
are not may differ along important dimensions such as political 
views, personalities, and incomes. Similarly, those who answer 
a recruitment notice—those who volunteer to be in your 
study—may show a bias toward or against the thing you’re 
interested in. If you’re trying to recruit the “average” person in 
your study, you may bias participation merely by telling them 
ahead of time what the study is about. A study about sexual 
attitudes will skew toward those more willing to disclose those 
attitudes and against the shy and prudish. 
Measurement error also occurs when the instrument you’re 
using to measure—the scale, ruler, questionnaire, or test—
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doesn’t actually measure what you intended it to measure. 
Using a yardstick to measure the width of a human hair, or using 
a questionnaire about depression when what you’re really 
studying is motivation (they may be related but are not 
identical), can create this sort of error. Tallying which 
candidates people support financially is not the same as 
knowing how they’ll vote; many people give contributions to 
several candidates in the same race. 
  
Much ink has been spilled over tests or surveys that purport to 
show one thing but show another. The IQ test is among the most 
misinterpreted tests around. It is used to assess people’s 
intelligence, as if intelligence were a single quantity, which it is 
not—it manifests itself in different forms, such as spatial 
intelligence, artistic intelligence, mathematical intelligence, and 
so forth. And IQ tests are known to be biased toward middle-
class white people. What we usually want to know when we look 
at IQ test results is how suitable a person is for a particular 
school program or job. IQ tests can predict performance in these 
situations, but probably not because the person with a high IQ 
score is necessarily more intelligent, but because that person 
has a history of other advantages (economic, social) that show 
up in an IQ test. 

 
Things That Are Unknowable or Unverifiable: The next time that 
you read that the average New Zealander flosses 4.36 times a 
week (a figure I just made up, but it may be as accurate as any 
estimate), ask yourself: How could anyone know such a thing? 
What data are they relying on? If there were hidden cameras in 
bathrooms, that would be one thing, but more likely, it’s people 
reporting to a survey taker, and only reporting what they 
remember—or want to believe is true, because we are always 
up against that. 

 

Thinking About Statistics and Graphs 

Most of us have difficulty figuring probabilities and statistics in 
our heads and detecting subtle patterns in complex tables of 
numbers. We prefer vivid pictures, images, and stories. When 
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making decisions, we tend to overweight such images and 
stories, compared to statistical information. We also tend to 
misunderstand or misinterpret graphics. 
  
Many of us feel intimidated by numbers and so we blindly accept 
the numbers we’re handed. This can lead to bad decisions and 
faulty conclusions. We also have a tendency to apply critical 
thinking only to things we disagree with. In the current 
information age, pseudo-facts masquerade as facts, 
misinformation can be indistinguishable from true information, 
and numbers are often at the heart of any important claim or 
decision. Bad statistics are everywhere. As sociologist Joel Best 
says, it’s not just because the other guys are all lying weasels. 
Bad statistics are produced by people—often sincere, well-
meaning people—who aren’t thinking critically about what 
they’re saying. 
  
The same fear of numbers that prevents many people from 
analyzing statistics prevents them from looking carefully at the 
numbers in a graph, the axis labels, and the story that they tell. 
The world is full of coincidences and bizarre things are very 
likely to happen—but just because two things change together 
doesn’t mean that one caused the other or that they are even 
related by a hidden third factor x. People who are taken in by 
such associations or coincidences usually have a poor 
understanding of probability, cause and effect, and the role of 
randomness in the unfolding of events. Yes, you could spin a 
story about how the drop in the number of pirates over the last 
three hundred years and the coinciding rise in global 
temperatures must surely indicate that pirates were essential to 
keeping global warming under control. But that’s just sloppy 
thinking, and is a misinterpretation of the evidence. Sometimes 
the purveyors of this sort of faulty logic know better and hope 
that you won’t notice; sometimes they have been taken in 
themselves. But now you know better. 

 
EVALUATING WORDS 
HOW DO WE KNOW? 
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We are a storytelling species, and a social species, easily swayed 
by the opinions of others. We have three ways to acquire 
information: We can discover it ourselves, we can absorb it 
implicitly, or we can be told it explicitly. Much of what we know 
about the world falls in this last category—somewhere along 
the line, someone told us a fact or we read about it, and so we 
know it only secondhand. We rely on people with expertise to 
tell us. 
  
I’ve never seen an atom of oxygen or a molecule of water, but 
there is a body of literature describing meticulously conducted 
experiments that lead me to believe these exist. Similarly, I 
haven’t verified firsthand that Americans landed on the moon, 
that the speed of light is 186,000 miles per second, that 
pasteurization really kills bacteria, or that humans normally 
have twenty-three chromosomes. I don’t know firsthand that 
the elevator in my building has been properly designed and 
maintained, or that my doctor actually went to medical school. 
We rely on experts, certifications, licenses, encyclopedias, and 
textbooks. 
  
But we also need to rely on ourselves, on our own wits and 
powers of reasoning. Lying weasels who want to separate us 
from our money, or get us to vote against our own best interests, 
will try to snow us with pseudo-facts, confuse us with numbers 
that have no basis, or distract us with information that, upon 
closer examination, is not actually relevant. They will 
masquerade as experts. 
  
DENTIFYING EXPERTISE 
The first thing to do when evaluating a claim by some authority 
is to ask who or what established their authority. If the authority 
comes from having been a witness to some event, how credible 
a witness are they? 
Venerable authorities can certainly be wrong. The U.S. 
government was mistaken about the existence of weapons of 
mass destruction (WMDs) in Iraq in the early 2000s, and, in a 
less politically fraught case, scientists thought for many years 
that humans had twenty-four pairs of chromosomes instead of 
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twenty-three. Looking at what the acknowledged authorities 
say is not the last step in evaluating claims, but it is a good early 
step. 
  
Experts talk in two different ways, and it is vital that you know 
how to tell these apart. In the first way, they review facts and 
evidence, synthesizing them and forming a conclusion based on 
the evidence. Along the way, they share with you what the 
evidence is, why it’s relevant, and how it helped them to form 
their conclusion. This is the way science is supposed to be, the 
way court trials proceed, and the way the best business 
decisions, medical diagnoses, and military strategies are made. 
So it’s not that experts are never wrong, it’s just that, 
statistically, they’re more likely to be right. 
The Website Domain 
The three-digit suffix of the URL indicates the domain. It pays to 
familiarize yourself with the domains in your country because 
some of the domains have restrictions, and that can help you 
establish a site’s credibility for a given topic. In the United 
States, for example, .edu is reserved for nonprofit educational 
institutions like Stanford.edu (Stanford University); .gov is 
reserved for official government agencies like CDC.gov (the 
Centers for Disease Control); .mil for U.S. military organizations, 
like army.mil. The most famous is probably .com, which is used 
for commercial enterprises like GeneralMotors.com. Others 
include .net, .nyc, and .management, which carry no restrictions 
(!). Caveat emptor. BestElectricalService.nyc might actually be 
in New Jersey (and their employees might not even be licensed 
to work in New York); AlphaAnd 
OmegaConsulting.management may not know the first or the 
last thing about management. 
  
Knowing the domain can also help to identify any potential bias. 
You’re more likely to find a neutral report from an educational 
or nonprofit study (found on a .edu, .gov, or .org site) than on a 
commercial site, although such sites may also host student blogs 
and unsupported opinions. And educational and nonprofits are 
not without bias: They may present information in a way that 
maximizes donations or public support for their mission. 
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Pfizer.com may be biased in their discussions about drugs made 
by competing companies, such as GlaxoSmithKline, and Glaxo of 
course may be biased toward their own products. 
  
Note that you don’t always want neutrality. When searching for 
the owner’s manual for your refrigerator, you probably want to 
visit the (partisan) manufacturer’s website (e.g., Frigidaire.com) 
rather than a site that could be redistributing an outdated or 
erroneous version of the manual. That .gov site may be biased 
toward government interests, but a .gov site can give you most 
accurate info on laws, tax codes, census figures, or how to 
register your car. CDC .gov and NIH.gov probably have more 
accurate information about most medical issues than a .com 
because they have no financial interest. 
Who Is Behind It? 
Could the website be operating under a name meant to deceive 
you? The Vitamin E Producers Association might create a 
website called NutritionAndYou.info, just to make you think that 
their claims are unbiased. The president of the grocery chain 
Whole Foods was caught masquerading as a customer on the 
Web, touting the quality of his company’s groceries. Many rating 
sites, including Yelp! and Amazon, have found their ratings 
ballot boxes stuffed by friends and family of the people and 
products being rated. People are not always who they appear to 
be on the Web. 
In a scientific or scholarly article, the report should include 
footnotes or other citations to peer-reviewed academic 
literature. Claims should be justified, facts should be 
documented through citations to respected sources. 

 
OVERLOOKED, UNDERVALUED ALTERNATIVE EXPLANATIONS 
When evaluating a claim or argument, ask yourself if there is 
another reason—other than the one offered—that could 
account for the facts or observations that have been reported. 
There are always alternative explanations; our job is to weigh 
them against the one(s) offered and determine whether the 
person drawing the conclusion has drawn the most obvious or 
likely one. 
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For example, if you pass a friend in the hall and they don’t return 
your hello, you might conclude that they’re mad at you. But 
alternative explanations are that they didn’t see you, were late 
for a meeting, were preoccupied, were part of a psychology 
experiment, have taken a vow of silence for an hour, or were 
temporarily invaded by bodysnatchers. (Or maybe permanently 
invaded.) 
  
Alternative explanations come up a great deal in pseudoscience 
and counterknowledge, and they come up often in real science 
too. Physics researchers at CERN reported that they had 
discovered neutrinos traveling faster than light. That would 
have upended a century of Einsteinian theory. It turns out it was 
just a loose cable in the linear accelerator that caused a 
measurement error. This underscores the point that a 
methodological flaw in an extremely complicated experiment is 
almost always the more likely explanation than something that 
would cause us to completely rewrite our understanding of the 
nature of the universe. 
  
Similarly, if a Web page cites experiments showing that a brand 
The Missing Control Group 
The so-called Mozart effect was discredited because the 
experiments, showing that listening to Mozart for twenty 
minutes a day temporarily increased IQ, lacked a control group. 
That is, one group of people was given Mozart to listen to, and 
one group of people was given nothing to do. Doing nothing is 
not an adequate control for doing something, and it turns out if 
you give people something to do—almost anything—the effect 
disappears. The Mozart effect wasn’t driven by Mozart’s music 
increasing IQ, it was driven by the boredom of doing nothing 
temporarily decreasing effective IQ. 

 
 

COUNTERKNOWLEDGE 
Counterknowledge, a term coined by the U.K. journalist Damian 
Thompson, is misinformation packaged to look like fact and that 
some critical mass of people have begun to believe. Examples 
come from science, current affairs, celebrity gossip, and pseudo-
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history. It includes claims that lack supporting evidence, and 
claims for which evidence exists that clearly contradicts them. 
Take the pseudo-historical claims that the Holocaust, moon 
landings, or the attacks of September 11, 2001, in the United 
States never happened, but were part of massive conspiracies. 
(Counterknowledge doesn’t always involve conspiracies—only 
sometimes.) 
  
Part of what helps counterknowledge spread is the intrigue of 
imagining what if it were true? Again, humans are a storytelling 
species, and we love a good tale. Counterknowledge initially 
attracts us with the patina of knowledge by using numbers or 
statistics, but further examination shows that these have no 
basis in fact—the purveyors of counterknowledge are hoping 
you’ll be sufficiently impressed (or intimidated) by the presence 
of numbers that you’ll blindly accept them. Or they cite “facts” 
that are simply untrue. 
  
Damian Thompson tells the story of how these claims can take 
hold, get under our skin, and cause us to doubt what we know . 
. . that is, until we apply a rational analysis. Thompson recalls 
the time a friend, speaking of the 9/11 attacks in the United 
States, “grabbed our attention with a plausible-sounding 

 
Perception of Risk 
We assume that newspaper space given to crime reporting is a 
measure of crime rate. Or that the amount of newspaper 
coverage given over to different causes of death correlates to 
risk. But assumptions like this are unwise. About five times 
more people die each year of stomach cancer than of 
unintentional drowning. But to take just one newspaper, the 
Sacramento Bee reported no stories about stomach cancer in 
2014, but three on unintentional drownings. Based on news 
coverage, you’d think that drowning deaths were far more 
common than stomach-cancer deaths. Cognitive psychologist 
Paul Slovic showed that people dramatically overweight the 
relative risks of things that receive media attention. And part of 
the calculus for whether something receives media attention is 
whether or not it makes a good story. A death by drowning is 
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more dramatic, more sudden, and perhaps more preventable 
than death by stomach cancer—all elements that make for a 
good, though tragic, tale. So drowning deaths are reported more, 
leading us to believe, erroneously, that they’re more common. 
Misunderstandings of risk can lead us to ignore or discount 
evidence we could use to protect ourselves. 
  
Using this principle of misunderstood risk, unscrupulous or 
simply uninformed amateur statisticians with a media platform 
can easily bamboozle us into believing many things that are not 
so. 
  
HOW SCIENCE WORKS 
The development of critical thinking over many centuries led to 
a paradigm shift in human thought and history: the scientific 
revolution. Without its development and practice in cities like 
Florence, Bologna, Göttingen, Paris, London, and Edinburgh, to 
name just a handful of great centers of learning, science may not 
have come to shape our culture, industry, and greatest 
ambitions as it has. Science is not infallible, of course, but 
scientific thinking underlies a great deal of what we do and of 
how we try to decide what is and isn’t so. This makes it worth 
taking a close look behind the curtain to better see how it does 
what it does. That includes seeing how our imperfect human 
brains, those of even the most rigorous thinkers, can fool 
themselves. 
  
Unfortunately, we must also recognize that some researchers 
make up data. In the most extreme cases, they report data that 
were never collected from experiments that were never 
conducted. They get away with it because fraud is relatively rare 
among researchers and so peer reviewers are not on their 
guard. In other cases, an investigator changes a few data points 
to make the data more closely reflect his or her pet hypotheses. 
In less extreme cases, the investigator omits certain data points 
because they don’t conform to the hypothesis, or selects only 
cases that he or she knows will contribute favorably to the 
hypothesis. A case of fraud occurred in 2015 when Dong-Pyou 
Han, a former biomedical scientist at Iowa State University in 
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Ames, was found to have fabricated and falsified data about a 
potential HIV vaccine. In an unusual outcome, he didn’t just lose 
his job at the university but was sentenced to almost five years 
in prison. 
The entire controversy about whether the measles, mumps, and 
rubella (MMR) vaccine causes autism was propagated by 
Andrew Wakefield in an article with falsified data that has now 
been retracted—and yet millions of people continue to believe 
in the connection. In some cases, a researcher will manipulate 
the data or delete data according to established principles, but 
fail to report these moves, which makes interpretation and 
replication more difficult (and which borders on scientific 
misconduct). 
  
The search for proof, for certainty, drives science, but it also 
drives our sense of justice and all our judicial systems. Scientific 
practice has shown us the right way to proceed with this search. 
  
There are two pervasive myths about how science is done. The 
first is that science is neat and tidy, that scientists never disagree 
about anything. The second is that a single experiment tells us 
all we need to know about a phenomenon, that science moves 
forward in leaps and bounds after every experiment is 
published. Real science is replete with controversy, doubts, and 
debates about what we really know. Real scientific knowledge is 
gradually established through many replications and 
converging findings. Scientific knowledge comes from amassing 
large amounts of data from a large number of experiments, 
performed by multiple laboratories. Any one experiment is just 
a brick in a large wall. Only when a critical mass of experiments 
has been completed are we in a position to regard the entire wall 
of data and draw any firm conclusions. 
  
The unit of currency is not the single experiment, but the meta-
analysis. Before scientists reach a consensus about something, 
there has usually been a meta-analysis, tying together the 
different pieces of evidence for or against a hypothesis. 
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If the idea of a meta-analysis versus a single experiment 
reminds you of the selective windowing and small sample 
problems mentioned in Part Two, it should. A single experiment, 
even with a lot of participants or observations, could still just be 
an anomaly—that eighty miles per gallon you were lucky to get 
the one time you tested your car. A dozen experiments, 
conducted at different times and places, give you a better idea of 
how robust the phenomenon is. The next time you read that a 
new face cream will make you look twenty years younger, or 
about a new herbal remedy for the common cold, among the 
other questions you should ask is whether a meta-analysis 
supports the claim or whether it’s a single study. 
  
Deduction and Induction 
Scientific progress depends on two kinds of reasoning. In 
deduction, we reason from the general to the specific, and if we 
follow the rules of logic, we can be certain of our conclusion. In 
induction, we take a set of observations or facts, and try to come 
up with a general principle that can account for them. This is 
reasoning from the specific to the general. The conclusion of 
inductive reasoning is not certain—it is based on our 
observations and our understanding of the world, and it 
involves a leap beyond what the data actually tell us. 
Probability, as introduced in Part One, is deductive. We work 
from general information (such as “this is a fair coin”) to a 
specific prediction (the probability of getting three heads in a 
row). Statistics is inductive. We work from a particular set of 
observations (such as flipping three heads in a row) to a general 
statement (about whether the coin is fair or not). Or as another 
example, we would use probability (deduction) to indicate the 
likelihood that a particular headache medicine will help you. If 
your headache didn’t go away, we could use statistics 
(induction) to estimate the likelihood that your pill came from a 
bad batch. 
  
Induction and deduction don’t just apply to numerical things 
like probability and statistics. Here is an example of deductive 
logic in words. If the premise (the first statement) is true, the 
conclusion must be also: 
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Gabriel García Márquez is a human. 
  
All humans are mortal. 
  
Therefore (this is the deductive conclusion) Gabriel García 
Márquez is mortal. 

 
 

LOGICAL FALLACIES 

Illusory Correlation 
 

The brain is a giant pattern detector, and it seeks to extract 
order and structure from what often appear to be random 
configurations. We see Orion the Hunter in the night sky not 
because the stars were organized that way but because our 
brains can project patterns onto randomness. 
When that friend phones you just as you’re thinking of them, 
that kind of coincidence is so surprising that your brain 
registers it. What it doesn’t do such a good job of is registering 
all the times you didn’t think of someone and they called you.  

 
Autism and Vaccines: Four Pitfalls in Reasoning 

 
The story with autism and vaccines involves four different 
pitfalls in critical thinking: illusory correlation, belief 
perseverance, persuasion by association, and the logical fallacy 
we saw earlier, post hoc, ergo propter hoc (loosely translated, it 
means “because this happened after that, that must have caused 
this”). 
Between 1990 and 2010, the number of children diagnosed with 
autism spectrum disorders (ASD) rose sixfold, more than 
doubling in the last ten years. The prevalence of autism has 
increased exponentially from the 1970s to now. 
The majority of the rise has been accounted for by three factors: 
increased awareness of autism (more parents are on the alert 
and bring their children in for evaluation, professionals are 
more willing to make the diagnosis); widened definitions that 
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include more cases; and the fact that people are having children 
later in life (advanced parental age is correlated with the 
likelihood of having children with autism and many other 
disorders). 
If you allow the Internet to guide your thinking on why autism 
has increased, you’ll be introduced to a world of fiendish 
culprits: GMOs, refined sugar, childhood vaccines, glyphosates, 
Wi-Fi, and proximity to freeways. What’s a concerned citizen to 
do? It sure would be nice if an expert would weigh in. Voilà—an 
MIT scientist comes to the rescue! Dr. Stephanie Seneff made 
headlines in 2015 when she reported a link between a rise in the 
use of glyphosate, the active ingredient in the weed killer 
Roundup, and the rise of autism. That’s right, two things rise—
like pirates and global warming—so there must be a causal 
connection, right? 

 
Post hoc, ergo propter hoc, anyone? 
Dr. Seneff is a computer scientist with no training in agriculture, 
genetics, or epidemiology. But she is a scientist at the venerable 
MIT, so many people wrongly assume that her expertise extends 
beyond her training. She also couches her argument in the 
language of science, giving it a real pseudoscientific, 
counterknowledge gloss: 
1. Glyphosate interrupts the shikimate pathway in plants. 
2. The shikimate pathway allows plants to create amino acids. 
3. When the pathway is interrupted, the plants die. 
 
Seneff concedes that human cells don’t have a shikimate 
pathway, but she continues: 

 
4. We have millions of bacteria in our gut (“gut flora”). 
1. Those bacteria do have a shikimate pathway. 
2. When glyphosate enters our system, it disturbs our digestion 
and our immune function. 
3. Glyphosate in humans can also inhibit liver function. 
 
If you’re wondering what all this has to do with ASD, you should 
be. Seneff lays out a case (without citing any evidence) for 
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increased prevalence of digestive problems and immune system 
dysfunction, but these have nothing to do with ASD. 
Others searching for an explanation for the rise in autism rates 
have pointed to the MMR (measles-mumps-rubella) vaccine, 
and the antiseptic, antifungal compound thimerosal 
(thiomersal) it contains. Thimerosal is derived from mercury, 
and the amount contained in vaccines is typically one-fortieth of 
what the World Health Organization (WHO) considers the 
amount tolerable per day. Note that the WHO guidelines are 
expressed as per-day amounts, and with the vaccine, you’re 
getting it only once. 
Although there was no evidence that thimerosal was linked to 
autism, it was removed from vaccines in 1992 in Denmark and 
Sweden, and in the United States starting in 1999, as a 
“precautionary measure.” Autism rates have continued to 
increase apace even with the agent removed. The illusory 
correlation (as in pirates and global warming) is that the MMR 
vaccine is typically given between twelve and fifteen months of 
age, and if a child has autism, the earliest that it is typically 
diagnosed is between eighteen and twenty-four months of age. 
Parents tended to focus on the upper left-hand cell of a fourfold 
table—the number of times a child received a vaccination and 
was later diagnosed with autism—without considering how 
many children who were not vaccinated still developed autism, 
or how many millions of children were vaccinated and did not 
develop autism. 
To make matters worse, a now-discredited physician, Andrew 
Wakefield, published a scientific paper in 1998 claiming a link. 
The British Medical Journal declared his work fraudulent, and 
six years later, the journal that originally published it, 
the Lancet, retracted it. His medical license was revoked. 
Wakefield was a surgeon, not an expert in epidemiology, 
toxicology, genetics, neurology, or any specialization that would 
have qualified him as an expert on autism. 
Post hoc, ergo propter hoc caused people to believe the 
correlation implied causation. Illusory correlation caused them 
to focus only on the coincidence of some people developing 
autism who also had the vaccine. The testimony of a computer 
scientist and a physician caused people to be persuaded by 
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association. Belief perseverance caused people who initially 
believed the link to cling to their beliefs even after the evidence 
had been removed. 
Parents continue to blame the vaccine for autism, and many 
parents stopped vaccinating their children. This led to several 
outbreaks of measles around the world. All because of a 
spurious link and the failure of a great many people to 
distinguish between correlation and causation, and a failure to 
form beliefs based on what is now overwhelming scientific 
evidence. 
The unknown unknowns are the most dangerous. 
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Module 3 - learning how to dig using media and 
information literacy 

 
The following material is adapetd from “Journalism, “Fake News ’
& Disinformation”, UNESCO, 2018 

   
Media and Information Literacy (mil) 

This module introduces students to the concept of Media and 
Information Literacy (MIL) to understand news as a means to 
detect ‘information disorder ’in obvious and subliminal 
messages.  Empowerment of people through Media and 
Information Literacy (MIL) is an important prerequisite for 
fostering equitable access to information and knowledge and 
promoting free, independent and pluralistic media and 
information systems. 
Media Literacy is typically defined as the abilty to access, 
analyze, evaluate, and produce communication in a variety of 
forms. It is similar to information literacy and involves many 
components of technology literacy as well. The term “media” 
generally refers to mass media messages communicated 
through visuals, language, and/or sound that are produced for a 
remote mass audience using some form of technology. These 
include traditional print-based media (e.g., books, newspapers, 
magazines, direct mail); audiovisual media (e.g., computer 
games, the Internet, blogs, wikis). Media also include recorded 
music, billboards and other signs, most games, package labels, 
and advertising in all of its forms. In the classroom, the media 
are likely to include textbooks, posters, and maps. Like 
traditional literacy, media literacy involves critical thinking, 
analytical skills, and the ability to express oneself in different 
ways. Being media literate also entails using media wisely and 
effectively, including being able to judge the credibility of 
information from different sources. In the same way that 
traditional literacy includes writing as well as reading skills, 
media literacy also emphasizes producing effective 
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communication through a variety of different media forms. The 
process of effective media analysis is based on the following 
concepts: 1. All media messages are “constructed.” 2. Each 
medium has different characteristics, strengths, and a unique 
“language” of construction. 3. Media messages contain 
embedded values and points of view. 4.All media messages 
contain embedded values and points of view. 5. People use their 
individual skills, beliefs and experiences to construct their own 
meanings from media messages. 6. Media and media messages 
can influence beliefs, attitiudes, values, behaviors, and the 
democratic process. 
  
Media and Information Literacy recognizes the primary role of 
information and media in our everyday lives. It lies at the core 
of freedom of expression and information - since it empowers 
citizens to understand the functions of media and other 
information providers, to critically evaluate their content, and 
to make informed decisions as users and producer of 
information and media content. 
  
MIL is increasingly an essential life skill – needed to know what 
is co-shaping one’s identity and how one can navigate 
information fog and avoid concealed mines within the mist. MIL 
informs our consumption, production, discovery, evaluation 
and sharing of information, and our understanding of ourselves 
and others in the information society. News literacy is the more 
specific ability to understand the language and conventions of 
news as a genre, and to recognise how these features can be 
exploited with malicious intent. Important as this is, however, 
on its own it is unlikely to produce full resilience to 
disinformation in the garb of news. This is because humans 
engage communications not only with their heads, but also with 
their hearts. Hence, MIL also needs to include attention to 
raising awareness amongst individuals about how they respond 
to content in news, and their predispositions to give credence or 
not to information even independently of the signals of the 
genre. MIL therefore should, at root, give individuals insight into 
their own identity – who they are, and who they are becoming, 
and how this affects their engagement with news and other 
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kinds of communications.  What gets in the way of facts Before 
diving into the practical aspects of fact-checking, students need 
to be aware of its limitations — and their own. Some 
commentators have declared that we have entered a “post-
truth” or “post-fact” era. These terms featured in headlines all 
over the world in 2016 and were selected as the “Word of the 
Year” by, respectively, the Oxford English Dictionary and the 
Society 
 
Confirmation bias [From the Encyclopaedia Britannica — 
https://www.britannica.com/ topic/confirmation-bias 
[accessed 28/03/2018]: the tendency to process information by 
looking for, or interpreting, information that is consistent with 
one’s existing beliefs. This biased approach to decision making 
is largely unintentional and often results in ignoring 
inconsistent information. Existing beliefs can include one’s 
expectations in a given situation and predictions about a 
particular outcome. People are especially likely to process 
information to support their own beliefs when the issue is 
highly important or self-relevant. 
 
Motivated reasoning [From Discover Magazine — 
http://blogs.discovermagazine.com/ 
intersection/2011/05/05/what-is-motivated-reasoning-how-
does-it-work-dan-kahananswers/#.WfHrl4ZrzBI [accessed 
28/03/2018].  
 
Motivated cognition refers to the unconscious tendency of 
individuals to fit their processing of information to conclusions 
that suit some end or goal. Consider a classic example. In the 
1950s, psychologists asked experimental subjects, students 
from two Ivy League colleges, to watch a film that featured a set 
of controversial officiating calls made during a football game 
between teams from their respective schools. The students from 
each school were more likely to see the referees ’calls as correct 
when it favoured their school than when it favoured their rival. 
The researchers concluded that the emotional stake the 
students had in affirming their loyalty to their respective 
institutions shaped what they saw on the tape. Availability 
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heuristic [From Oxford University Press A Dictionary of 
Psychology — 
http://www.oxfordreference.com/view/10.1093/acref/97801
99534067.001.0001/acref9780199534067-e-830 [accessed 
28/03/2018]. A cognitive heuristic through which the 
frequency or probability of an event is judged by the number of 
instances of it that can readily be brought to mind. This can lead 
people to view an incorrect claim as true purely because they 
can recall it easily. In an experiment conducted by Lisa Fazio at 
Vanderbilt University, people who were asked to repeat the 
claim “a sari is a kilt” six times were found to believe this blatant 
falsehood more than those who repeated it only once. 
Journalism can turn itself into a vector for falsehoods to become 
believed by covering them uncritically. Media coverage of 
conspiracies around Barack Obama’s place of birth, for instance, 
may have played a role in spreading a belief that the former U.S. 
President was not actually born in Hawaii.   The participants will 
learn how to develop and use the critical thinking skills 
framework of “Purposeful Reflective Judgment” which involves 
using analysis, interpretation, evaluation, self-regulation, 
inference and explanation. Participants are put through the 
paces of analysing news in print, broadcast (radio and 
television), online and social media, deconstructing messages 
into their component parts, as well as learning about sources 
and their credibility (or the lack thereof). 
 
They will learn that authentic news is not science, but 
embedded in narratives which, despite being diverse, do 
generally adhere to professional methods and ethics which help 
to reduce mistakes and which certainly eschew fabrication.  In 
this module, students will also learn how quick and easy it is to 
exploit “journalese” to produce an apparently credible and 
convincing story out of incomplete, misleading, or invented 
details.  Teaching takes place in a computer-equipped, Internet-
connected learning space. Participants may use their personal 
mobile devices ’online chat applications during the practical 
segments of the lesson.   
Participants can learn to recognise that even authentic news is 
always constructed and consumed within wider narrative 
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frameworks which give meanings to facts, and which implicate 
broader assumptions, ideologies and identities. This means the 
ability to recognise the difference between diverse journalistic 
attempts to capture and interpret salient reality on the one 
hand, and on the other, instances of deception that exploit the 
format of news while violating professional standards of 
verifiability. MIL can also be a tool to combat stereotyping and 
promote cross-cultural communication, with multilingualism 
being a significant factor in attaining that goal.   
 
In the last 40 years, the field of media literacy education has 
emerged to organize and promote the importance of teaching 
this expanded notion of “literacy.” At its core are the basic 
higher-order critical and creative thinking skills—e.g. knowing 
how to identify key concepts, how to make connections between 
multiple ideas, how to ask pertinent questions, formulate a 
response, identify fallacies—that form the very foundation of 
both intellectual freedom and the exercising of full citizenship 
in a democratic society. 
 
In a global media culture, people need three skills in order to be 
engaged citizens of a democracy: critical thinking, self-
expression and participation. Media literacy instills these core 
skills, enabling future citizens to sort through political 
packaging, understand and contribute to public discourse, and, 
ultimately, make informed decisions in the voting booth. 
 
Media Literacy is a 21st century approach to education… 
…provides a framework to access, analyze, evaluate, create and 
participate using messages in a variety of forms. …builds an 
understanding of the role of media in society, as well as essential 
skills of inquiry and self-expression necessary for citizens of a 
democracy. 
 
The teaching approach that best suits the media literacy 
classroom is called the “inquiry process” and includes both 
analytical (deconstruction) skills as well as creative 
communications (construction / production) skills. When 
analysis is combined with creative production, theory unites 
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with application, thereby allowing students to discover and 
express their learning in an interconnected and natural process. 
Each enriches the other, and allows for interaction that furthers 
knowledge and encourages participation. These intermixing of 
skills are particularly important in using today’s communication 
technologies, since very quick processing is required between 
consuming and producing messages that are unique to the 
individual. Media literacy, therefore, is about helping students 
become competent, critical and literate in all media forms so 
that they control the interpretation of what they see, hear or 
interact with rather than letting the interpretation control them. 
To become media literate is not to memorize facts or statistics 
about the media, but rather to learn to raise the right questions 
about what you are watching, reading, listening or contributing 
to. Len Masterman, the acclaimed author of Teaching the Media, 
calls it “critical autonomy” or the ability to think for oneself. 
Without this fundamental ability, an individual cannot have full 
dignity as a human person or exercise citizenship in a 
democratic society, where to be a citizen is to both understand 
and contribute to the debates of the time. 
 
Core Concepts Key Questions: Deconstruction (Consumers) 1. 
All media messages are constructed. 2. Media messages are 
constructed using a creative language with its own rules. 3. 
Different people experience the same media message 
differently. 4. Media have embedded values and points of view. 
5. Most media messages are organized to gain profit and/or 
power. 
  
Fact-checking is one of the actions distinguishing quality 
journalism. Despite being this a specific professional task is now 
more than ever necessary to be able to perform some basic 
checks. In the current fast-paced news world a literate media 
user must be equipped with basic tools to perform his own 
checks.   
 
This type of fact-checking which will be the focus of this module 
happens not before something is published as it should be in the 
case of professional journalism but after a claim becomes of 
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public relevance. This form of “ex post” fact-checking seeks to 
make politicians and other public figures accountable for the 
truthfulness of their statements. Fact-checkers in this line of 
work seek primary and reputable sources that can confirm or 
negate claims made to the public. “Ex post” fact-checking 
concentrates primarily (but not exclusively) on political ads, 
campaign speeches and party manifestos.   
 
There are fact-checking organisations all around the 
world.  According to the Duke Reporters ’Lab, there were 137 
fact-checking projects active in 51 countries in December 2017. 
While the United States is the largest market for fact-checking, 
some of the most thoughtful and innovative work in this field is 
happening in the rest of the world. Instructors may want to 
familiarise themselves with projects such as Africa Check (South 
Africa, Senegal, Nigeria and Kenya), For democracy to function, 
public figures need to be held to account for what they say. The 
claims they make need to be checked, openly and impartially. 
Africa Check is an independent, non-partisan organisation 
which assesses claims made in the public arena using 
journalistic skills and evidence drawn from the latest online 
tools, readers, public sources and experts, sorting fact from 
fiction and publishing the results. Other organisations of this 
type are: Chequeado (Argentina), Les Décodeurs (France), 
Faktisk (Norway) and Full Fact (United Kingdom), pagella 
politica and the project SOMA Social Observatory for 
Disinformation and Social Media Analysis.     
Methodology and ethics of fact-checking Fact-checking is not 
rocket science. It is scrupulous analysis driven by one basic 
question: “How do we know that?” At the same time, fact-
checking is not spell-checking. There is not a dictionary-style 
guidebook with all the facts, nor a simple software that will 
examine documents and flag anytime something has been 
misstated as fact. Generally speaking, fact-checking is composed 
of three phases: 1. Finding fact-checkable claims by scouring 
through legislative records, media outlets and social media. This 
process includes determining which major public claims (a) can 
be fact-checked and (b) ought to be fact-checked. 2. Finding the 
facts by looking for the best available evidence regarding the 
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claim at hand. 3. Correcting the record by evaluating the claim 
in light of the evidence, usually on a scale of truthfulness. 
Trustworthy fact-checking organisations explain their process 
in public methodologies.     

  
Useful links: 

Drawing comparisons between Misleading and Accurate 
Graphs: 
https://venngage.com/templates/infographics/misleading-
graphs-infographic-0b36b9c0-610e-4c84-85d1-
2bbc11055013 
 
https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-
lea-gaslowitz#digdeeper 
 
Factchecking: 
https://www.poynter.org/shop/fact-checking/handson-
factchecking/ 
https://betternews.org/topic/fact-checking/ 
  
Factchecking platform focusing on news regarding crime and 
migration: 
http://check4facts.imsi.athenarc.gr/?page=1&sort=articleDate
,desc 
(In Greek) 
   
to know more about fact checking on whatsapp 
bit.lywhatsappfact. 
https://webliteracy.pressbooks.com/ 
  
https://www.poynter.org/fact-checking/2015/5-tips-for-fact-
checking-datasets/ 
  
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-
bot-aedc7d9c110c 
https://africacheck.org/factsheets/guide-7-steps-detect-
someone-talking-science-nonsense/ 

https://venngage.com/templates/infographics/misleading-graphs-infographic-0b36b9c0-610e-4c84-85d1-2bbc11055013
https://venngage.com/templates/infographics/misleading-graphs-infographic-0b36b9c0-610e-4c84-85d1-2bbc11055013
https://venngage.com/templates/infographics/misleading-graphs-infographic-0b36b9c0-610e-4c84-85d1-2bbc11055013
https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-gaslowitz#digdeeper
https://ed.ted.com/lessons/how-to-spot-a-misleading-graph-lea-gaslowitz#digdeeper
https://www.poynter.org/shop/fact-checking/handson-factchecking/
https://www.poynter.org/shop/fact-checking/handson-factchecking/
https://betternews.org/topic/fact-checking/
http://check4facts.imsi.athenarc.gr/?page=1&sort=articleDate,desc
http://check4facts.imsi.athenarc.gr/?page=1&sort=articleDate,desc
https://webliteracy.pressbooks.com/
https://www.poynter.org/fact-checking/2015/5-tips-for-fact-checking-datasets/
https://www.poynter.org/fact-checking/2015/5-tips-for-fact-checking-datasets/
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-aedc7d9c110c
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-aedc7d9c110c
https://africacheck.org/factsheets/guide-7-steps-detect-someone-talking-science-nonsense/
https://africacheck.org/factsheets/guide-7-steps-detect-someone-talking-science-nonsense/
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https://callingbullshit.org/ 
  
https://www.gapminder.org/ 
  
https://www.healthnewsreview.org/about-us/review-
criteria/ 
  
https://firstdraftnews.org/latest/storyful-irma-debunks/ 
 

Books: 

Misinformation and Mass Audiences. Brian G. Southwell, Emily 
A. Thorson, Laura Sheble. 
 
The Fact Checker’s Bible: A Guide to Getting it Right, by Sarah 
Harrison Smith 
 
Deciding What’s True: The Rise of Political Fact-Checking in 
American Journalism, 
 
Being Wrong: Adventures in the Margin of Error, by Kathryn 
Schulz 
 
The Enigma of Reason, by Hugo Mercier and Dan Sperber 
 
A Survival Guide to the Misinformation Age: Scientific Habits of 
Mind, by David J. Helfand. The book presents “apps for the 
prefrontal cortex,” to battle misinformation. Topics include 
number scales, logic and language, and correlation versus 
causation. 
 
Bunk: The Rise of Hoaxes, Humbug, Plagiarists, Phonies, Post-
Facts, and Fake News, by Kevin Young. This book reminds us 
that while misinformation may have taken a particularly 
virulent form, lies and hoaxes are nothing new – and sometimes, 
we actually crave them. 
  

https://callingbullshit.org/
https://www.gapminder.org/
https://www.healthnewsreview.org/about-us/review-criteria/
https://www.healthnewsreview.org/about-us/review-criteria/
https://firstdraftnews.org/latest/storyful-irma-debunks/
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Weaponized Lies (previously published as A Field Guide to Lies 
and Statistics) by Daniel J. Levitin. A guide to thinking critically 
about numbers, words, science and logic, to detect and counter 
misinformation. 
  
The Trouble with Reality by Brooke Gladstone. The musings of 
a media critic on the status of the truth in our public sphere, and 
the role that journalism should play. 
 
https://betternews.org/ 
 
mapchecking.com 
 
https://www.factcheckingday.com/articles/13/10-tips-for-
verifying-viral-social-media-videos 
 
Reverse Image search 
 
Hands-On Fact-Checking: A Short Course Debunking a fake 
news story Reverse Image search 

 
IN PROGRESS 
 
One of the simplest ways to detect whether an image is being 
misused is to perform a reverse image search — essentially 
searching the internet by image rather than by a keyword — and 
see whether the same picture has been used previously to 
accompany other stories. 
 
There are several ways you can reverse search an image. 
 
Download it and upload it in the search bar at 
images.google.com or tineye.com 
 
If you are on Chrome, right click on the picture and hit “Search 
Google for image” 
Download the RevEye plugin for Chrome or Firefox and search 
all search engines. 
 

https://betternews.org/
https://www.factcheckingday.com/articles/13/10-tips-for-verifying-viral-social-media-videos
https://www.factcheckingday.com/articles/13/10-tips-for-verifying-viral-social-media-videos
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The following walk-through and activity will guide you through 
the process of using this tool. 
  
P.S. Learn how to reverse search videos with this Poynter tip 
sheet. 

  
SOCIAL MEDIA VERIFICATION: ASSESSING 
SOURCES AND VISUAL CONTENT 

Social media play a key role in spreading misinformation. 
Assessing sources and visual content is increasingly becoming a 
necessary skill for media literate users.  There are different 
strategies to   identify and verify the original source of digital 
information online, in order to determine the authenticity of 
sources, photos and videos, especially User Generated Content 
(UGC) shared via social networks. Different types of false and 
misleading content are often shared during breaking news 
events on platforms such as Facebook, Twitter, Instagram and 
YouTube. Such content is periodically picked up and carried by 
otherwise reliable news organisations, serving to discredit 
them. It is also inadvertently redistributed and amplified on 
social networks by journalists, who are sometimes targeted by 
malicious actors with a view to influencing public debate and 
leveraging reporters ’credibility as trusted sources.   
 
See Unesco Slides on news verification: 

 
https://en.unesco.org/sites/default/files/unesco_fake_news_c
urriculum_verification_digital_sources_two.pdf   

https://en.unesco.org/sites/default/files/unesco_fake_news_curriculum_verification_digital_sources_two.pdf
https://en.unesco.org/sites/default/files/unesco_fake_news_curriculum_verification_digital_sources_two.pdf
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MODULE 4. - combatting disinformation and 
misinformation through the combined use of 
Critical thinking and media and information 
literacy (mil) in the dialogical approach of 
constructive media decoding 

 
The following material is adapted from the online publication 
above 

 
https://www.projectlooksharp.org/Resources%202/12Basic
WaysBooklet.pdf 

 
Basic Ways to Integrate Media Literacy and Critical Thinking into 
Any Curriculum  

 
MEDIA LITERACY EDUCATION In the U.S., media literacy 
education began in the 1970s with an emphasis on protection 
(from the so-called “bad” media content); most media literacy 
materials and initiatives were aimed at parents. Since then, 
there has been a shift toward an emphasis on media literacy as 
empowerment (stressing critical thinking and production 
skills); more materials are now aimed at schools and teachers. 
The empowerment model emphasizes the political, social, and 
economic implications of media messages and   stresses the 
importance of using media effectively and wisely.       We see the 
purpose of media literacy education today as it is currently 
defined by NAMLE: “to help students develop the habits of 
inquiry and skills of expression they need to be critical thinkers, 
effective communicators and active citizens in today’s world.”   
  
1 
Practice general observation, critical thinking, analysis, 
perspective-taking, and communication skills by •   teaching 
students to routinely ask the kinds of questions that will help 
them think critically about information presented in media 

https://www.projectlooksharp.org/Resources%202/12BasicWaysBooklet.pdf
https://www.projectlooksharp.org/Resources%202/12BasicWaysBooklet.pdf
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(including the information from their textbooks or the popular 
media they use at home); see the end of this booklet for sample 
questions. 
• making your own decision-making process transparent by 
explaining how you assess credibility of sources and why you 
choose the media that you use in class. • pointing out ways in 
which media messages might be interpreted differently by 
people from different backgrounds or groups. • beginning 
discussions of media “texts” or documents (not only print, but 
also image- or sound-based “texts”) by asking students what 
they notice. • allowing students to go beyond the curricular 
issue at hand to identify and comment on incidental aspects of a 
media message (e.g., the characteristics of the people presenting 
the material, the techniques used to attract attention, and the 
ways in which advertising and product messages intrude into 
other types of media content). • fostering communication skills 
and creativity by encouraging the production of media 
messages about a topic. • being flexible in assignments, allowing 
students to choose which media formats are the most effective 
way for them to communicate the required information or 
complete the required task. 

 
2 
Stimulate interest in a new topic by 
• asking students to do a media search for information about a 
topic. • showing an exciting video clip, playing a popular song, 
or reading a short poem or story (fiction or nonfiction) about 
the topic. • having students work in small groups to read, 
analyze, and discuss a controversial magazine, newspaper, or 
online article about the topic. • using a short video, magazine 
illustration, blog entry, or brief article to stimulate discussion, 
encouraging students to express what they already know or 
their opinion about a topic. • showing students how to search 
for information about the topic on the Internet and compare 
results from different search engines. 
WHEN BEGINNING NEW UNITS: Develop an information plan in 
consultation with the students, including the types of media and 
other information sources the class will be using, and the 
strengths and weaknesses of each. 
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3 
Identify how students ’prior ideas about a topic have been 
influenced by media messages by 
• Giving examples from popular media (e.g., films, advertising, 
music) to illustrate what students might already know or 
believe about a topic, and discussing the accuracy of that 
knowledge. • Drawing links between the way a topic is typically 
treated academically and how it might appear in popular media 
(e.g., “poetry” in song lyrics or advertising jingles; mathematical 
graphs or charts used in political polls or news reports). •  
Clarifying the way that specific terminology related to the topic 
might be used differently in an academic sense than it might be 
in the popular culture (e.g., a chemist’s use of the term “organic” 
in contrast to a food label sporting the word). 
Encourage students to pay attention to print, audio and visual 
elements in media sources, noting information that can be 
learned, and impressioons created from the images and sounds. 

 
4 
 Use media as a standard pedagogical   tool by 
• designing assignments that require students to use more than 
one type of media source. • providing information about the 
topic through a variety of media sources (books, 
newspaper/magazine articles, instructional videos, websites), 
comparing the usefulness of different media, and address 
conflicting information that may come from different sources. • 
using diverse media, especially in cases where image-based 
media can convey information more richly and effectively than 
would be possible with a standard classroom discussion, 
demonstration, or traditional print text (e.g., a demonstration of 
mathematics concepts involving motion or dimension, an 
example of how news media presented an historical event or 
speech, an electronic “field trip” to an otherwise inaccessible 
place). • encouraging students to follow (and write about) 
current events. including tracking a single story across diverse 
media sources. • making use of popular or unusual media 
examples to deepen students ’understanding of a topic (e.g., 
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restaurant menus to explore stereotypes, use of adjectives, 
economic issues, or health claims). • encouraging students to 
share information in class that they have gotten from various 
media sources (inside or outside of class), letting them know 
that at any time, you or a classmate might ask them to identify 
their sources and explain why they found those sources to be 
credible.  • asking students to design their written work as if it 
was a chapter in their text book, using headings, sub-headings, 
illustrations, sidebars, charts, etc., and helping them think about 
which information is important enough to highlight and why.   

 
5 
Identifying sources for erroneous beliefs about a topic by 
• analyzing media content that misrepresents a topic or 
presents false or misleading information about a topic. •  
showing students examples of misleading ways in which data 
are presented in media (e.g, citing statistics selectively to 
exclude contradictory evidence, presenting graphs without 
appropriately identified x or y axes, using percentages or 
implying comparison without identifying the whole that the 
example is measured against, asking leading survey questions). 
• pointing out language constructs (e.g., passive voice) or words 
that are often used to mislead or misrepresent (e.g., “new and 
improved” or “all natural”). • identifying inaccurate or 
stereotyped beliefs held by students about a topic that may have 
come from either overt or implied media messages (e.g., toys in 
pink boxes are only for girls, smoking is cool because movie 
heroes smoke, or Muslims are dangerous).  • encouraging 
students to create their own false or misleading media messages 
(e.g., PSAs, print advertisements, news reports, ad spoofs) and 
then have them present the message and “debunk” it for the 
other students in the class. 
Always encourage students to get information from more than 
one source and to compare information gathered from different 
sources. (Are there discrepancies across sources? Which 
sources are most credible for specific types of information?) 

 
6 
Develop an awareness of issues of credibility and perspective by 
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• teaching students how to recognize the sources of a media 
message, (e.g., creator, speaker, funder, distributor, etc. ), their 
purpose or goal, and how that might influence production 
choices (e.g., what is included or omitted, selection of  images, 
music, or language). • asking questions routinely and 
consistently of ALL media (including media conveying a 
perspective you support). • helping students learn to 
distinguish between fiction and nonfiction. 
• identifying ways to decide which sources are credible about 
this topic within different types of media (e.g., popular 
magazines vs. academic journals, wikis vs. traditional 
encyclopedias). • explaining the factors used to determine why 
students might weigh different kinds of media differently (e.g., 
if the information is based on research or other evidence versus 
personal opinion). • having students produce media messages 
about a topic, taking into account ways in which perspective is 
introduced through the words and tone they use , the sources 
on which they rely, what they selected to present or leave out, 
etc. [As a guide, see Project Look Sharp’s “Key Questions for 
Production”]. • exploring how media messages reflect the 
identity of the creator or presenter of the message and how the 
same message might come across differently if it was presented 
or created by someone of a different background, age, race, 
gender, etc. • encouraging students to ask who benefits from or 
is disadvantaged by a media message. 

 
7 
Compare the ways different media present information about a 
topic by 
• contrasting ways in which information about a topic might be 
presented in a documentary film, a TV news report, a newspaper 
article, blog, or an instructional video (what is emphasized, 
what is left out, what techniques are used to present the 
information, etc.). • comparing the amount of time/space 
devoted to a topic in different media from the same time period 
and discuss why the difference occurs. • analyzing different 
conclusions that might be drawn by people exposed to 
information presented in one medium versus another. 



 

 
89 

 

• discussing the strengths and weaknesses of different media to 
communicate a particular message and to reach particular 
target audiences. • having students produce reports about a 
topic using different forms of media, or manipulating the same 
information and visuals to convey different messages (e.g., 
create a news story that makes the same event seem either fun 
or boring).   

 
8 
Analyze the effect that specific media have had on a particular 
issue or topic across different cultures and/or historically by  
•  discussing the role that the media have played (if any) in the 
history of a topic  or in the framing of current debates. • helping 
students assess the accuracy of reporting on a current event or 
debate (e.g., U.S. coverage of global warming or a military 
conflict compared to coverage in other countries). • discussing 
how people of earlier generations might have learned about a 
selected topic, what sources of information were available to 
them compared with sources available to us now, and what 
difference that would make in people’s lives. • exploring the 
level of knowledge about a topic in different cultures and how 
that knowledge is influenced by the media available. •  
identifying media forms that are dominant or available in other 
cultures that may be seldom used in the United States, and vice 
versa. • asking students to include information about available 
media and media ownership in reports about other countries or 
cultures. 

 
9 
Build and practice specific curricular   skills by 
• using print media (books, newspapers, magazines, texting, 
web pages) to practice reading and comprehension skills, and to 
help students identify various types of and purposes for writing. 
• substituting excerpts from existing media for standard story 
problems or practice examples (e.g., to correct grammar or 
spelling, check calculations, or identify adjectives or adverbs). •  
using media production to practice skills (e.g., speaking, 
grammar, research, writing, math (e.g., calculating timing or 
proportions of media messages). • preparing examples for 
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practice skills that include media literacy information (e.g., 
compare the lengths of news stories about different topics, 
collect statistical data by surveying family or classmates about 
their media use or preferences). • fostering computer skills by 
encouraging students to search for information on the Internet, 
develop multimedia projects, and use computers to present 
information about a topic. • using media (e.g., websites, cable 
access, radio) to provide students with a broader audience for 
their work.  Apply high standards for student work that is 
presented via media, giving opportunities for revision or 
rehearsal.   
 
10 
Facilitate use of a range of media formats to express students ’
opinions   and illustrate their understanding of the world by  
•  encouraging students to analyze media messages on issues of 
particular interest to them (e.g., messages about sex and gender 
or popularity, messages promoting harmful behaviors, race and 
age distortions in the “media world” compared with the real 
world, messages about how media affect them, and/or 
advertising targeted to people their age). • encouraging 
students to express their feelings and knowledge by designing 
and producing media (e.g., a video game, newspaper, Web page, 
etc.) about the topic for other students to view. • encouraging 
thoughtful critiques of various media productions. • promoting 
discussion of different points of view about popular media 
articles and productions. • discussing with students who their 
intended audience is and who might actually have access to the 
media they create. 
 
WHEN USING VIDEO TO TEACH:   - Show short segments rather 
than entire films or      programs.     - Leave the lights on to 
facilitate active viewing and      discussion.     - Before viewing, 
let the students know what they      should be looking and 
listening for.   - During viewing, pause periodically to point out 
or      ask questions about important information. 

 
11 
Use media as a assessment tools by  
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• presenting a media “text” at the end of a unit (e.g., an ad, 
newspaper op ed, web site faq, film clip) that contains false 
information about the topic and see if students can identify what 
is correct and what is incorrect in the message. • having 
students summarize their knowledge about a topic in a final 
report that employs media formats beyond the standard written 
report (e.g., computer-illustrated reports, audio or video 
productions, photographic illustrations). • encouraging 
students to work in groups to illustrate their understanding of a 
topic by creating mock media productions (e.g., newspapers, 
advertisements, news reports, live or videotaped skits). • 
assessing observation and memory skills by asking students to 
look for specific things when they view videos or read print 
material, and then asking them about those things afterward. 
INTEGRATE MEDIA LITERACY QUESTIONS INTO “K-W-L”: After 
asking, “What do you know?” Ask, “Where did you get your 
information or ideas? (What are your sources?)” After asking, 
“What do you want to learn?” Ask, “Where are you likely to find 
credible sources that could answer your questions?” After 
asking, “What did you learn?” Ask, “Which sources were the 
most helpful?” 

 
12 
Connect students to the    community and work toward positive 
change by 
• finding collaborative possibilities for projects with community 
institutions (e.g., museums, libraries, galleries) that involve 
students analyzing or creating media messages. • having 
students contact community service agencies related to a 
curriculum area and offer their production assistance for agency 
projects (e.g., photography, video, design and layout, or 
computer skills). • encouraging older students to teach 
production techniques or media literacy principles to younger 
students. • using media forums (e.g., local community access TV, 
newspapers, social networking sites or listservs) to solicit input 
or share research about a topic. • helping students see the 
power of media by encouraging them to use media to give 
people in their community a voice (e.g., record and share oral 
histories, interviews, local events, etc.). 
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AS YOU DEVELOP LESSONS, ASK YOURSELF IF YOU CAN 
ANSWER “YES” TO THE FOLLOWING: • Am I giving students the 
skills they need to determine what they think the message(s) 
might be rather than trying to tell them what I think the message 
is. • Have I let students know that I am open to accepting any 
well substantiated interpretations (rather than conveying the 
message that my interpretation is the only correct view)? • At 
the end of this lesson are students likely to be more analytical 
than cynical? 
  
ABOUT PROJECT LOOK SHARP PROJECT LOOK SHARP is a 
media literacy initiative of the Division of Interdisciplinary and 
International Studies at Ithaca College, workin in collaboration 
with local school districts, New York state BOCES, the Alliance 
for a Media Literate America, and other national media literacy 
organizations. The project is designed to promote and support 
the integration of media literacy and critical thinking into 
curricula at all grade levels and across instructional areas, as 
well as to evaluate the effectiveness of media literacy education 
in the schools. This curriculum-driven initiative works directly 
with teachers and support staff to reach students and aims to 
foster a spirit of collaboration among educators using media 
literacy. Project Look Sharp provides curriculum materials, 
strategies, and advice for media literacy instruction, and acts as 
a liaison between educators and the media literacy field at large. 
The primary goals of Project Look Sharp are: • To promote and 
support media literacy education at the community, state, and 
national levels • To provide teachers with ongoing pre-service 
and in-service training and mentoring in media education • To 
work with teachers to create new or revised teaching materials 
and pedagogical strategies that incorporate media literacy and 
enhance classroom practice • To develop and publish 
curriculum materials that infuse media literacy into core 
content • To evaluate the effectiveness of media literacy as a 
pedagogical approach to education • To develop a model for 
including media literacy in the school curriculum at all grade 
levels and across all instructional areas, and to show how media 
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literacy can help teachers address new and existing learning 
standards. 
 
Integrating Media Literacy Into The Classroom In order for 
students to develop the analytical and technical skills needed to 
be fully literate in a contemporary sense, media analysis and 
media production should be continuosly reinforced from 
kindergarten through high school (and beyond) in many 
different subject areas. The purpose of media literacy education 
is to help individuals of all ages develop the habits of inquiry and 
skills of expression that they need to be critical thinkers, 
effective comminicators and active citizens in today’s world. 
Project Look Sharp endorses the Core Principles for Media 
Literacy Education in the United States, developed by the 
National Association for Media Literacy Education (formerly 
AMLA) in 2007, which state that media literacy education:  
• requires active inquiry and critical thinking about the 
messages we receive and create • expands the concepts of 
literacy (i.e., reading and writing) to include all forms of media 
•  builds and reinforces skills for learners of all ages, and like 
print literacy, those skills necessitate integrated, interactive and 
repeated practice • develops informed, reflective and engaged 
participants essential for a democratic society  • recognizes that 
media are a part of culture and function as agents of 
socialization • affirms that people use their individual skills, 
beliefs and experiences to construct their own meanings from 
media messages. Media literacy can be readily integrated into 
existing curricula on a wide range of topics and can be a valuale 
tool for exploring approaches to education that are 
interdisciplinary and that recognize different learning styles. 
Media literacy is particularly powerful in encouraging 
participatory citizenship and the appreciation of multiple 
perspectives. 
 
Key Questions to Ask When Analyzing Media Messages When 
engaging in critical analysis of any media message, it’s useful to 
ask some, or all, of the following key questions for media 
analysis: About Authorship, Purpose and Economics • Who 
made this? • Who was this made, and who paid for it? • Who was 
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this made for (and how do you know)? About Techniques and 
Content • What messages are conveyed? What techniques are 
used to communicate each message, and why? • What ideas, 
values, information, and/or points of view are overt? Implied? • 
What is left out of this message that might be important to 
know? About the Context and Credibility • When was this made? 
Where or how was it shared with the public? • Is this fact, 
opinion, or something else? •   How credible is this? What are 
the sources of information, ideas, or assertions? About the 
Audience and Impact •   How might different people interpret 
this differently? • Who might benefit from this? Who might be 
harmed by it? • What is my interpretation of this, and what do I 
learn about myself from my reaction or interpretation? • What 
kinds of actions might I take in response to this? These 
questions are particularly useful when introducing the concept 
of media literacy to a group or class of students, or when first 
using a new media resource in the classroom. 
  
The following material is adapted from the following online 
publication 
 https://www.21stcenturyschools.com/uploads/2/1/5/4/21542
794/deconstructing_media_messages.pdf 
  
MEDIA LITERACY TOOLBOX Media Literacy Concepts & Skills 
How to Deconstruct a Media Message All media messages – TV 
shows, newspapers, movies, advertisements, etc. – are made or 
constructed by people. One of the most important media literacy 
skills is deconstruction – closely examining and “taking apart” 
media messages to understand how they work. Deconstructing 
a media message can help us understand who created the 
message, and who is intended to receive it. It can reveal how the 
media maker put together the message using words, images, 
sounds, design, and other elements. It can expose the point of 
view of media makers, their values, and their biases. It can also 
uncover hidden meanings – intended or unintended. There is no 
one “correct” way to deconstruct a media message – each of us 
interprets media differently, based on our own knowledge, 
beliefs, experiences, and values. Just be prepared to explain your 
interpretation. Key concepts for deconstructing media ∙ Source. 

https://www.21stcenturyschools.com/uploads/2/1/5/4/21542794/deconstructing_media_messages.pdf
https://www.21stcenturyschools.com/uploads/2/1/5/4/21542794/deconstructing_media_messages.pdf
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All media messages are created. The creator could be an 
individual writer, photographer or blogger. In the case of a 
Hollywood movie, the scriptwriter, director, producer, and 
movie studio all play a role in creating the message. Ads are 
usually put together by ad agencies, but the “creator” is really 
the client – the company or organization that’s paying for the ad. 
The key point is: Whose message is this? Who has control over 
the content? ∙ Audience. Media messages are intended to reach 

audiences. Some – like primetime TV shows - are designed to 
reach millions of people. Others – like a letter or email – may be 
intended only for one person. Most media messages are 
designed to reach specific groups of people – defined by age, 
gender, class, interests, and other factors – called the “target 
audience.” ∙ Text. We often use the word “text” to mean “written 

words.” But in media literacy, “text” has a very different 
meaning. The text of any piece of media is what you actually see 
and/or hear. It can include written or spoken words, pictures, 
graphics, moving images, sounds, and the arrangement or 
sequence of all of these elements. Sometimes the text is called 
the “story” or “manifest text.” For most of us, the text of a piece 

of media is always the same. ∙ Subtext. The “subtext” is an 

individual interpretation of a media message. It is sometimes 
called the “latent text.” The subtext is not actually heard or seen; 
it is the meaning we create from the text in our own minds. 
While media makers often create texts that suggest certain 
subtexts, each person creates their own subtext (interpretation) 
based on their previous experiences, knowledge, opinions, 
attitudes, and values. Thus, two people interpreting the same 
text can produce two very different subtexts. ∙ Persuasion 

techniques. Media messages use a number of techniques to try 
to persuade us to believe or do something. If we can spot the 
techniques being used, we’re less likely to be persuaded, and 
more likely to think for ourselves. See the Language of 
Persuasion handout for a list of persuasion techniques and 
definitions. www.nmmlp.org © 2008 New Mexico Media 

Literacy Project ∙ Point of view. No one tells the whole story. 

Everyone tells part of the story from their point of view. 
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Deconstructing a media message can expose the values and 
biases of the media maker, and uncover powerful ideological 
and value messages.  
Deconstructing a Media Message  
You can use the following questions to quickly deconstruct any 
media message. Basic deconstruction questions 1. Whose 
message is this? Who created or paid for it? Why? 2. Who is the 
“target audience”? What are the clues (words, images, sounds, 
etc.)? 3. What “tools of persuasion” are used? 4. What part of the 
story is not being told? Intermediate deconstruction questions 
1. Whose message is this? Who created or paid for it? Why? 2. 
Who is the “target audience”? What is their age, ethnicity, class, 
profession, interests, etc.? What words, images or sounds 
suggest this? 3. What is the “text” of the message? (What we 
actually see and/or hear: written or spoken words, photos, 
drawings, logos, design, music, sounds, etc.) 4. What is the 
“subtext” of the message? (What do you think is the hidden or 
unstated meaning?) 5. What “tools of persuasion” are used? 6. 
What positive messages are presented? What negative 
messages are presented? 7. What part of the story is not being 
told? Advanced deconstruction questions 1. Whose message is 
this? Who created or paid for it? Why? 2. Who is the “target 
audience”? What is their age, ethnicity, class, profession, 
interests, etc.? What words, images or sounds suggest this? 3. 
What is the “text” of the message? (What we actually see and/or 
hear: written or spoken words, photos, drawings, logos, design, 
music, sounds, etc.) 4. What is the “subtext” of the message? 
(What do you think is the hidden or unstated meaning?) 5. What 
kind of lifestyle is presented? Is it glamorized? How? 6. What 
values are expressed? 7. What “tools of persuasion” are used? 8. 
What positive messages are presented? What negative 
messages are presented? 9. What groups of people does this 
message empower? What groups does it disempower? How 
does this serve the media maker's interests? 10. What part of 
the story is not being told? How and where could you get more 
information about the untold stories? 
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Useful links: 

https://ec.europa.eu/info/live-work-travel-
eu/health/coronavirus-response/fighting-
disinformation/identifying-conspiracy-theories_en  
  
https://www.kialo-edu.com/about 

https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en
https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en
https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en
https://www.kialo-edu.com/about

